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Lo INTRODUCTION
The investigsticen of DSD's rejuirzment for enhanced crynt processing
facilities was cCorriet ouk under project LOBSTER. Results of this
investigation were published in SM's "Upygrade of Crypt Processing
Facilities at OSL - analysis of Computer Requirements™, Juns 1983.
(Ref A)s This paper recommenoed the acquisiticn of a3 CRAY computers
Project MARSIK =ncompasses 2i1 ésDECts-of the acquisitibnq
installzaziony supoort ang oneration of enhanced.<ry2t processing
facilitiese

2» PROJECT SCOPE

2y Ubtain project and expenditurea approvai.

0 Select'apropriate aaul pman Ty

Ce issuz specification anu finalise contracts

de Arrange Nardwar2 maintenanc2 supparty

2 Provide computer room spaces nDower and coeling

fo Acguire system softwares

Go Arrange system software suppoOrt,

hs Arranga craining for op20ratorss sofitware support staff and users,
1« Manage saquipment installatidon and acceptance,

IE Acquire soplications s0ftwares

fa—
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Ka Oefine security plan,
3. EXECUTION
Project_Approval
e Formal project approval is planned in the August 84 pudget timeframe

to allow Depts of Housinyg and Lonstruction to commit the resources
needed to carry out the works reqguired for MARSIK. and to allow the
eguipment procurement schegulz to be mete Delay beyond August 1984
would prevent the acnievement of operational capability by the target
date (May &7)»

B Ffurther information on CRI product planning has come to light since

Ref A was writtens Technical discussions with company personnel
Fie—

—

continuss I[ssuas to e resplvad include:
12 Mainframe configuration {[processors memorys channels)
iie« Solid Stace Oi1sk {(S$50) requirement

iile disk capacity

ive magnetic tape configuration (dedicatea STLs I0Me or shared access

to LIBRETTO tapes)

These dacisions must be finzlised pefore the contract is let (target

gate March 85)a.

Ve type of terminals (RAYTHEON non-TEMPESTy RAYTHEON TEMPEST. or

other SuUCLessor?).
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This question should de resolved as soon as possibler so that any

consequential is5sues may be pursuede

Specification and Contract

Smecifications for CRAY equipment procurement are required by Ju1y B84
at the latests Separate contractual arrangements may be requiread for:
1a tne CRAY squipmenitsq
ilse terminals and terminal controllerss
ii1a NSC adaptorsy
ive equipment to eliow shared access to LIBRETTU tapesy if required,
Ve SUPPOrt sServicess
The agreed security plan is as follows:
2) ODSD interest in CRAY» the specification for tender,
ang details of the proposed CRAY configuration wi]] atl
for the moment remain restricteds
b) Knowledge that Project MARSIK involves the acquisition
vy D3SO of & very powerful computer for cryptanalysis -
SECRET HVCLD
c) Knowledge of cryptanalytic capabilities ana target
systems
d)
ang agistribution of informstion on the computer configuration
will be limited to the companies concernede
2) aliow CRAY 1o estaplish CRAY AUSTs oreferably soons
50 that 1ocal interest snould have diminisned by the

time a3ny defence association is announcede tarly
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establishment will also allow CRAY to more easily devzlop
a support structure 1n AUSTe. -

f}y At an appropriata vima 3 press annocuncement alonyg the
following ]ines may be made:
The government has aporoved the acquisition of a computer
from CRAY Research Incorporated subject o tne conclusion
of satisfactory contractual arrangements by the ODepartment
of Administrative Ssrvices and the Defence Department. It
will be used by the Department of Defence for tasks connected
#ith intelligenze. The governments decision, made after
very careful consideration of &1l the issues involveds was in
this case determined by its nighly specialised requirements.

Hardware Maintenance

The methods Dby w«which on-site maintenance operations will e managed
and staffed have to be negotiatede Maintenance arrangements must be
mage for:

is CRAY mainframe and peripherals

iie MG sets and refrigerant cooling units

ilis terminals and terminal controllers

ive NMNS5C adaptors

Va equipments if anys aliowing shared access to LISRETTO tapes.
Power and cooling reguirements for MARSIK have bemn 1ncorporated Dy AP

in plans for & general upgrade of these services for H Blocks Action

on <thease plans awaits formal project approvala. Netailed power

+\
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e
distrinution olans have peen  obrtained from CRAY. Plans for

alterations to the computer room (L.567) and support areas are with AP,

A requirement has uveen esteblished for strictly controlled sccess to
all privileged terminalss, which niay necessitate tighter security and

menitoring arrangements in computer operational areas.

The TEMPEST security measures deemed necessary for power and signal

cabling into and out of the screened area are under investijations

wWork  on 1«67 reguirss the removal of the CDLC 3400-. This is required
by Dec 84 | A Firm decommissioning dates of 1 Nov 24 has been
estaplished and COMSED conversion 1s on schedules cventual
aispositon of tne 3400 needs te be eddressedsThe 160-A's must 2lso ove
decommissioned and disposed of {(to a C32 museum?).

Acguisition

i

It 1s wunderstood that a copy of the FOLKLOKE operating system
wWwill be mede freely aveilavle to D50,

efforts snould be msde to
establish a firm basaline and to set up 2 mechanism whereby subseguent
changes are regularly and formally notifiede. It will be the
responsibility of «the system software support team o @manage the
acquisition and suoseqguent support of all svystemn softwares identifying
local requirements and coordinating changes with local users and
applicationss In addition to FULKLOREs the following software will

e neadeds

" " "

N
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IMSL to be obtained by saparate contract with the Suoplier

iMSLe intcs of Houstons Texass

& file transfer utility (TRANSF) to/from the CYRER 17% will need

to be written in~houses

discussed in Dparas 16=-19 of Ref As the current LYZ¥R Support

establishment will not Dbe sufficient for the provision of adequate

systems support and specialist .advice to userse while maintaining

conc

pe

anag

le

iie

iile

1V s

Via

urrent operation of the C(YRER. Furthers sddicvionals support will
reguired during the 1nikial two-year period of system installation

conversions Actions reguired are:

RPeview the structure and mode of operation of the system software .

sugpport teains

Establish and f1l1l two LSU positions at the appropriate level for

CRAY/FOLKURE supports

Adjust CHR  staffing to provide appropnriate applications suoport

orogramming capabilitye

Short term TDY's Lo 3ssist in FOLKLDORE installation snoula ba

sought from MS4.

Megotiate the provision of software support by the contractor

For at least 2 years afier installatione
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Training
As outlined in paras 23» 24 of Ref Ay training cof DSU specialist
software staff in FULKLORE support will require attachments
to  NSA. I0Y*'s have bean programmede attachments

for CH staff nave Deen included in 05D*s travel programe
Plans for the ¢training of operatorss and for the local training of
support staff and userss need to De developeds Actions required

include:

ia Establisnh dates and duration of software support staff TDY'se
Prepare trip submissionss. Arrange nacessary clearancess

ii» Similerly for Ch staffa.

iiies Plan operator Lraining proarams Deciae whether it is possiole or
desirable ©O train any operators prior to installation. 1In this
connections & dJecision is reguired as to whether 1o establish 3
poel of MARSIK operators or to ada MARSIXK skills to those alreaqy
held by &11 senior oberating staffes One gadaitional SCO1

positicn neads 1o De establisned and fillede

ivea Plan support staff trainings for those not detached to NSAr and
for new recruitss Uacide what level of training is possible or
desirable prior tc installetiones IMP training will oresumadly De

an on-going requiyement s

Ve Seek help in the provision of tr2ining from the contractor
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An installetion plan should p2  d=zveloped in consultation with tne
contractors &P and guilding Operations staff. SMO will manage the
installacion as 0OSU representatives Atccentance tests 0need to be
gevised and agreed on with the2 contractor.
The initietive fur the acguisition ano writing of applications
software will b2 primarily with the users CHo.
For ecdguisitions knowledge of what 15 avaeilable will be needede
Access to this knowladge may e provided doth thnrough liaison channels
and by 0OSD regpresentation

« The process of
scquisition involves technical and procedural issues relating to both
the method of supply and tne installation at
bSO Tne gpplicaticons to De acquired will need to ce reviewed 1o
wELTermine their compatibility with tne DBSD opérating epvironmant and
the suitacility of any machine model dependent oprtimisstion which may
De presents Local machinery will need to pe implemented to ensure
appropriate oparcicipation of CH:CAy and SMT staff in th= acguisition

and installaztion processe

Lonversion

- — —— - e 2 o

Conversion of C(YBER software to MARSIK will need to pe planned with

aue consideration of a nump=ar of issues:

1o Tha need to rapidaly conver:t those nigh pricrity.applications

which require the increased power of the CRAY.
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iie Tne requiremsnt to transfer all processing off tne CYBER as soon
as practicable ©o allow it to be decommissioned at a saving of at

Teast $+:330M Dede

iii» The depanvancy oF cryptanalytic applications oOn support
faci1lities such as » the yet to be implemented

or otn2r support facilities to De developed on MARSIK.

A conversion strategy will need to de developed between CHe CAs

SMT and SiMP .

4 RELATIUNSHIP TO DTHER PROJECTS

. . o o . T 7 Yo T v o

Da

Project MARSIK 1S not specifically dependent on other projectss with

the following exceptions:

Provision of power and cooling depends on the wusgrade of these

services to H 3lock i2 generals

Provision of space depends on the removal of tne COC 3400+ and hence

on The conversion of all COMSEL processes a
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IMPLEMENTATLON_SCHEDULE
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Project and expsnditura approval
Specitications for squipment procurement
Release of request for tender

Artacnment of SMT staff to NSA
De~commission LOC 2400

Remove L0L 3400

cguinment selection approval
Contract Let

Site praeparation compioted
Zguipment delivery

Equipment acceptance
Operational availability of “aRSIK

Pnaseg installation ot major

Conversion of apelic3cions software from CY3ER 175

De-commission CYB&ER 175

MANAGEMENT PLAN

A rasponsibility matrix 1s attacheds

A project status report will

Monthly meetings

DISTRIBUTLON:
AQSy ADUDs A0Cs ADA» AFs AP

Sy SHTy SMT2, SMUy SHMP, S5MRy SEs STE,
CAs CHye CHRy CHPo

AusSLn

to review project progress will

LA (N (1)
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Jul
Aug
Nov

L Nov
Dec
dec
Mar

L Dec
Feb

31 Mar
Apr
May

Apr 36 =~

Apr 86 - Jul

Ag

b2 updated mopthlya

be conducted Dy

84

8%

B84

34

54

84

35

36

86

87

B89

g9

10
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Progj

AUGUST 1984
gct s MARSIK Project Mumber: S060¢

414
To arrznge the ascquisitions installation and establisnment of on-going
support of adaitional crypt processing computer facilities.
2 This project follows on from project LOBSTER,
which coverad the investigastion in detail of the reguirements for
expansion of DSD's crypt processing computer fFacilitiese. Reports

produced for project LOBRSTER include:

Je

ce "Cryptanalysis at DSDs Project LOBSTER - Uparade of General
Purpnse Processor’ CHR/01 /83y 22 Mar 83.

des "upgrade of Crypt Processsing Facilities at DSD -~ Analysis of
Computer Keguiremznts! by June 19383,

2s Major Project Submission (OP1l) Project MARSIK 30 Sep 53.

BACKLROUND

Aporoval nas peen obtained for the purchase of a CRAY comwputzre to be
installed Iin L93%786 ar 3 cost of 811.05M (April 1984 pricess 2xchange
rote 20,8613 as at 29.5e84)s & possiile need to upyrade the system in

the early 1590"s5 was foresnadoweds 3Le9M has been programmed for

associ1ated workss 30.6M psa has been programmad for on-3gcing computer

. WA ot .
SErvicess See referencek(c) above for further backgrounds
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RzQUIREMENT

The requirement of project MARSIK is to provide DSD cryptanalysts witn
access to a CRAY computer running the FOLKLORE operating systeme.
Incluced 1s the provision of hardware and software supports the
acguisition of necessary software, provision of terminals, and
identification of an upgrade path for possidle further expansion in

1989/90,

. e . e s o

a. Dbtain project approval for the acgquisition of & LRAY computer at a
cost of 51295 including workss

p» Select the CRAY configuration most likelys within budgetary
constraintsy to satisfy oradicted reguirements up to 1999+ and to
allow a satisfactory upgrade in 19835/90,

Cs Issu® specificationss nejotiate and establish contractss in
conjunction witn DAS. |

ds Establish maintenence arrsngements for the mainframe and all
ancillisery eguipmentss

2¢ Providgs physical eavironments including power and cooling.
Computer room design must.provide for strictly centrolled access to
Aaill joca) terminals.

fo Establish procedures for the acquisition and control of softwafe,
acquire FOLKLORe cperating systems toyether witnh all comdilerss
assemblers and othar software packages necessSary to run tne
required epplications software,

ogs Identity system softwaere support reguirements and develop the

resources nacessary to fulfil those requiremantss

(AN ]
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Arrange training for oneratorss software support staff and userse.
Mandge =squipment installation and acceptances

dcquire applications software.

RELATED ACTIVITIES

—— . o o o o o T . - o o —

00 34030/71630A installationy to releass space in computer

centre.
Convert CYBER cryst procssses to run on CRAY
Convert CYBER non-crypt processes to LIZRETTO.

opjective is to decommission CYBER in 1989
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IMPLEMENTATION SCHEDULE
Proj=2ct and expenditure Aporoval
Specification for equinm2nt orocurement
Releass of Request for Tender
Attacnment of SMT Staff to NSA
Decommissaion CDC 3400

Remove (DL 3400

tquipment selection aspproval
Contract Let

Cquipment delivery

Efquipment acceptance

Operational availability of FOLKLORc

Phased installation of msj jor NSA software

Conversion of applications software

Decommissioning of LYB3ER 173

PaRe BRUBERG
DISTRIBUTION:

AUSe ADU» ADCs ADA
SMy SHTe SMT24 SMDe SHMP, SHRe
CHy CHRy CHP?,

Ch,

AFy AP

Sce

STE

SPa

AUSLO

31

Aug
Jul
Aug
Nowv
MNov
Dec
Dec

Mar

84

B4

84

34

84

34

B4

85

86

8%

14 (A (i)

86 - May 87

95

a9

Jul

509





