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. This vi: . ¥a8s arvenged following dlscuss. .ot Delwtsd

9060, D.of /L, Pederation of MALAYA, H/BXPE =pd 18B
Qoacerning the @xp“nwta?ica 0% 3 large swmount ol HCP cypher
miterisl which whg understocd 1o be kaid 8t

Begerintion of Viait,

\

The fivst two merking days (A7 ang 19 April) efier my
areival in SINGAPORE were gyent iuv QG0 e office reading over
nis MGF file, uiecuasing Y&ariouns polnis with dim end prepsving
2 dreft brief {Appendix A, paves. 1~3) to serve as s bsesias for
@y enguiries,

On 20 spril I flew to whers I »sp meit by
the revirving SLO, Pedsration of Melays, MY,
Later (3 the worning I mwet hls suGCessor,; Mr.
{vho aes now vweken over) =nd H.of I., Pederation of lisleys,

with shom I went over my 4raft briel. D. of 1.

smanesisea wa probleme which could arise from interpretalion
af wranslaetions in the evexnt of our initerecepiing and sclving
BGP matericl, espesislly Af classifled Top Ssoret (odeword.
He salf thet wigns ot socept our transiations
nithout prect that we were a8 capable of interpreting them os
they, with thelr long end detoiled knowiedge of HMCP affairs.
I uhercAcve addsd the cuestiop of indarpreistion to my hrief.
{Appeniix A, veTe. L),

Cn the moyning of 21 April T med Mr, Eead
2f Faderation of Heleys, snd hed g briel
Aleovselon with him, - Iue tc & visit of inspesiion by the
aew T waz unesble to go on Lo the

{ the sentre fop, snongst other ithings. interrogetions of
3EPs snd translstions of captursed doeuments by
whet morning sod ao spent 11 in S00's offlce Pesding up somns *
general background on MCP sctivizies. In the sfternocn I
accompanied Mogsrs. PLETCHER and MARYPIN 4o iths
and met {who i¢ now on long
ieave?l and hig 2 i/0 Wr. fwho ie in charges during
slBEnss ).

©

iz the couyse of this mesting 1t 2oon becsme cleay ithet
there ¥as ao nags of untrenesletzd msizrisl either in cypher
or in plainitext 2t the 0.C.
stated that the only Zimes that sty backloy sCoumBlated wers
shey 2 pa.viﬂnlarlv large heul had been made which might 7“ske
2 1ittie time Lo clienp. (ol . offsred me 8lil
facllities in carcying out the ciher objcute of wy visii.

I wowrked it he ithroughous the 22nd, 23rpd,
'qh, 268h, 279 end Por the merning of 28tk Aprii. Op 23%n
Ap2il T vislied ths dabachment &% wisn
Hire I mel Jspi diichell, B/5g% Penlch anu the ouoey Mmemisss
of thd Gatschrent, %We digcussad ithe resulis of Capt Kitchell's

resce ine porgwious waek avd roviewsd plems Tor sending ouid the
two sub-dels foc the MUY gecrch aperatiom belween 4 end 3 ey,

On the 22pd I wes ipt sed 1o arnher
Ty R e ne PRSI 1 A 3 oo R e Y St
AANEr T Mhe Cenenal® 3 f Urenslator.
M, vrevelators in ths
ticeog peigng in

Ven -y

. s ear
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heief based on By own observatlons and on discussiong wiih
The General and Mro sre ccntbained in Appendlx Bo
At Q.C. request I prepsred and

expleined to the General a systewm of keeping crypt records
baged wmore or less on our own {Appendix £). I alspo left with
the Acting 0/C a psper listing cur present and future require-
ments, weking some suggesetions on the way io which we might

be able to help them and proposing thet our chennel of commun-—
icetion contipue to be vie SLO, Pederzilon of Malaya (Appendix
n). It is particularly fortunate thet the present 8LO,

Mr., A:S. WARTIN hag had considerable experience of 8igipt in
the paat,

GG 8leo @sked we for wmy commentis ou
their trensiation. I sgreed to do this butl explsined that I
wes not resily guaiified. Before lesving I informed the Acting
0.G. that the translstlions of the documents I hsd seer were
verY Bonde

The afiterncon of 28 April was spent st 8L0'e office
Gliscuseing the visit. On the worning of 29 April I seaw the
B, of I,, gave him an cutline of my opiniocns on the verious
pointe reised iv my brief asnd thanked him for the sssistance
and cooperation given by the Federsticn. Afier s rspld farewell
%o Heed of I then Plew back to fingspore.

in the afterncon of 29 April I wrote o signal to DEB
and reviewing the results of my wisit. On 30 April I
informed Messrs.
of of the wain peints arising Trow my visit. I 8180 00K
the opportunity of heving & short discussion wlith two of
desk ofricers. Mr.
end Mr, on Sigint metters
affecting thelr work. I wes sble to clesr up some points =2nd
noted others to be taken up on my return Lo D8R,

oy

On Saturdey morning, 1 May, I stiended a meeting at

t0 2o over all arrengemnents msde for the MCF search
gperation, 1=2 May. Maj. Ac-f-.M¥. Huson from Directorate of
Slgnale, AMP, also wes present.

Remeinlag working time in Singepore, Saturday afterncoon,
1 Mey, together with other odd esriler times wes aspent in
writlog my repori.

I lefs Singapdre on the wmornivg of 3 Hay.

Heegults of Vigit.

Desplie tde migundersisnding ower the smount of
upeoliated material op hend I think the visit was well worth-

‘wnile for the following ressous:
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. @) A good insisut hao been obtaived into MCP cryptographic
practices., This kpowledge would be very valusblie in
the svent of success in intercepilng YWCP material.

©) It wes possible to give e certein amouni of esasistence,
advice and eucoursgement o the General.

@) Present snd future requirements amd posesible fields of
mutual 2id betweenr both parties have been clarified;
each hag 5 better knowledge of the others problems and
capebilities. g

d4) I think that the osteblishment of personal comtact has
been of the uimost value in the present situation
eithout it I Teel cowsidereble doubt as to whether (a)
and {c} coulé heve been achieved.

Securlty.

The cover story which it wes sgreed by I, of 1., Head of
and 810 thet I should adopt wes thst I wes a
CoUe @XDEerT ITon Singspore, with some knowledge of
codes sud ¢¥yphers snd thet no wmention of wireless be

mace vnlees 1t proved Necessary. In faet this gtory proved
quite sstisfrciory, no reference 40 wireless was made elther to
Nz, or the Genersl, end I am sure thai Sigivt
secuerity wes not Jjecperdized in any way by the visite

Acknowledzament.

4 T shouid 1ike to express my eppreciation of the help and
cooperstion I received from 8ll ths Federation sand
suthoritiecs congerned.

-
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TRAP? BETRP WOk VISIT

To find out what is known abouwt MCGP crypitegraphy. To
gscertolin what iypes of cyphers hsve been broken snd wmhst
metheds sre enployed in brezking them, To oblain or
render {(within security limits) sdvice on methods of
soluticen.,

To syreuge a chennel for repid exshange of cyphex
information and views on bresking WCF cyphers between
snd the S8igint Orgenigsetion {G.C.0.) and io defime
cryptographic iluformetion likely to be of sssistsnce from
S8iginté peint of view.

To exemine uncolilated material to £ind proportion end
type of unsalved cypher. To determine wheither there 18
g veguiremsent for Turther detelled 8igint exswminsiion, if
8o, %o mske suggesiions concerning further processing.

To ivnveotigete bearing of local experiise on interpret-

ation of translations,

Ve o~y

. e erey



Appendix B .

COMMENTS ON GUESTIONS RAISSD IN BRIER

MCP Cryplogranhy.

a8) All MCE cyphers geen 50 rfar in ground sourcs meterisl
. heve been interspersed wvith charscter plain

text snd 211 hsve been sclved by the General.

b} Deteils of systems will be found in Appendix C. A
svecimen key oniy is given in esch case., In some Ceses
‘meny keys hsve been solved.

c) Judging from pboih captured snd solved cypher msierials,
the systems used within the Northern Buresu hsve been
muach wmore gophiesticzted thesnr those in use in the Centre
and South: this is somewhst surprising for instence in
the case of 8 state in which MCP influence 1s
considerabie. Apperently there 1s ome persom 9F group
of persong in Norihern Buresu who has some ldges on
cryptography. There is no obvious evidence of elther
internsl coerdinsticm or externel influence.

4} Verious other points of intevest -
{1} Dummy letters arc Crequently used

{£i) Letter figure substitutions are ususlly
Gased on key words, charscter figure
substitutions on key phrases,

{1i1) The arrongement of
cherecters 18 used ror the vocubulary in
% cepitured codes (£-2,2-3 and AD). The
most recent book captured (%4-1) hes its
vocabulstry arranged in raficael order,

{i¥) In most csptured books, page numbers end
cow/eolume coocrdinetes hsve not been printed
but £41led in by hand end appesred in most
csse2 to be human random. Spsee is provided
For three sete of these, presumsdbly ensbling
esch user {up to three) to use & different
B8€%.c

¥ethod of Sclution.

Since 21l ¥WCP ciphers to dete hsve been interapersed with

charseter plain texi, the Genersl's procedure hes
been a8 Tollowusy 3

9}. Sokve. the letter figure substitution used; if any, with

the a2id of any deies or Figures encyphered in the text.
B) Then, msking use of the plsin text, praepse in recoveries.
@) Try t¢ it these characiers Lo known dictionsries or

code booka,

Declassified by ASD - 17/11/2021
Information removed for national
security and/or personal sensitivities

e L

e



Declassified by ASD - 17/11/2021

o S ~ o o S Information removed for national
¥ | { I J L I [ [ J ) T— LJ security and/or personal
: LA T SR V) = N A T O TR 2 T sensitivities
Page 7.

Thig seemed to me perfectly sstiefsciory under these
conditiong and there wee little gssisiance I could give him.
o

Howsver, I did exemine nis recoveries in 4D, m&ny of
gnich were smbiguous. Much of ihe emplguity wes in fact
oniy aue tc the cheractere concerned keing place nemea
which could be recoversd either és the first cherscter of
the neme in the vocabulary secticn or se a whole name in
the plece name section, 1 spcke te¢ the Genersl about it end
gtressed the need for g cleer distinciion to be made belween

"eertointand “probable” vslues, He fully anpreclated this
and has underiaken o go through Lhe book sgein checking
sach vealve,

: I gave the Geversl some hinte, using mede up examples,

on the use of frequency ccunte in sclving siuple recypher=
ments of CNC {(single group additive; letier figure substitution
and in getting sn initisel break lmto code wmeterlsl. The

moet likely need for their epplicastion ¢f ecourse would be

if the whole of s document or &1l of 8 number of documenin

vere ency>hereoo The Genersl considers {and I am inelined to
Bglcu with nhim, that $his possibility is somewhst remote due

o the amount of work involved in encyphexing. . -

One cen be ressonaply copfident thet Sigint would be
sble 1o cops with sny cyphers uvsed cn the linee of those
gither captured or solved to dete snd would not reguire

sessistance; end conversely thsi the Genersl
is 2% present in no need of expert Sigint sssistance,

Interpgetationo

I ipvestigated ihe need for locel ezperitise in
intzroreting trepslations in two wsys, firstly by asking
¥ spd the General for en outline of the
main poinis invelved, svd secopdly by working through the o
text snd tranalation of 8 typleal document, The factare
which Mr, corsidered to heve most bearing on
interpretetzon wers

2) fnowledge of Comrmunist tuerms &nd jergon (¥
B} Ranowledge of character abdbrevietions used by MCP (*)
¢) Knowledge of orgenization of MCP

d) Gemerel knowledge of ECP history - evenis, conferences
aaniverssries, personslities.

2) BEzyeriesvce.

{*) Copies of lists of these compiled by
nave been given %o DSB-

7
W,

R —
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By opinions on this subject sre:

8) In &lil transleticn vork 2 goud background
knowledge of the subject is eseentiel.

b} Points {a)=(d) sbove refer to exsctly the
sert of background information snd collaterel
collected by reporting branches for the
vpenefit of Sigipt tramslsiion.

c) snd in perticulsr Mr.
snd the General sre in possession of very
complete kncwledge of the CP, wmuch of which is
Rot on peper. If security regulstione perultied

* it is clegr that it would be most sdventsgeous for
the Sigint trepslator to work on Sigint materisl
slongside Chief Trenslstor, so
as to get the benefit of thie experience.

) If however security regulstions preclude this,
1% should certeinly be possible f'or sn experisnced
Sigint translstor to cope with intercepted NCOP
treffic provided sdequsie colleteral is evsilebleo
It 18 woxth noting in this connection thet when
desling with telegraphic texts &8s oppoged 4o
documents the Glginter would heve ihe sdvsntege
of being on his home ground.

e; I would like to suggest ithet 2 service of collatersal
{e.g. periodic summeries, collated reports etc) be
isid on forthwith as sn insursnce ageinst future
developmenis.






