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. INTRODUCTION

Intended Audience

1. This Certification Report states the outcome of the IT security evaluation of DFTS Switch,
consisting of Nortel DPN-100/20 running software Version G36.03, to the Sponsor, INCA, and
isintended to assist potential users when judging the suitability of the product for their particular
requirements.

I dentification of Target of Evaluation
2. Theversion of the product evaluated was:
Nortel DPN-100/20 running software Version G36.03

This product is aso described in this report as the Target of Evaluation (TOE). The Developer
was Nortel.

3. The TOE is a switch, designed to form part of a packet switched data communications
system. Its purpose is to provide the interface between user lines and the network. It can be
configured either as an Access Module or a Resource Module. The latter serves trunks,
providing dynamic routing tables, whereas the former serves links and link/trunk interfaces.

4. The TOE forms a component of the DFTS Packet Switched Service (PSS), which has been
certified to ITSEC Assurance Level E1 [t].

Evaluation

5.  The evauation was carried out in accordance with the requirements of the UK IT Security
Evaluation and Certification Scheme as described in UKSP 01 and UKSP 02 [References a, b].
The Scheme has established a Certification Body which is jointly managed by the
Communications-Electronics Security Group (CESG) and the Department of Trade and Industry
on behalf of Her Majesty’ s Government.

6. The purpose of the evaluation was to provide assurance about the effectiveness of the TOE
in meeting its Security Target [c], which users are advised to read. (A copy of the Security
Target may be obtained from the Sponsor.) The criteria against which the TOE was judged are
described in the IT Security Evaluation Criteria (ITSEC) [d]. This describes how the degree of
assurance is expressed in terms of the levels EO to E6 where EO represents no assurance. The
methodology used is described in the IT Security Evaluation Manual (ITSEM) E], UKSP 05
[f, g] and the ITSEC Joint Interpretation Library [h].

7.  The Certification Body monitored the evaluation, which was carried out by the Logica
Commercia Evauation Facility (CLEF). The evaluation was completed in January 2000 when
the CLEF submitted the second of 2 Evauation Technical Reports (ETRS) [i, j] to the
Certification Body which, in turn, produced this Certification Report.
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8. The Target Assurance Level for the product, as required by the Security Target [c], was
E1l. The Strength of Mechanisms (SoM) claim was Basic in respect of the user-chosen password
mechanism.

9. The minimum SoM for the search for vulnerabilities conducted by the Evaluators was
strength Basic.

General Points

10. Prospective users of the TOE are reminded that the security functionality evaluated is that
claimed in the Security Target [c]. This functionality may not necessarily meet al the thrests
that a user has identified in a particular operating environment. The assumed threats, intended
method of use and environment are as stated in the Security Target. The TOE should only be
used in its evaluated configuration (as indicated in Annex B) and in accordance with the
recommendations and caveats contained in this report. It is the responsibility of purchasers to
ensure that DFTS Switch meets their requirements.

11. Certification is not a guarantee of freedom from security vulnerabilities; there remains a
small probability (smaller with higher assurance levels) that exploitable vulnerabilities may be
discovered after a certificate has been awarded. This Certification Report reflects the
Certification Body’'s view at the time of certification. Users (both prospective and existing)
should check regularly for themselves whether any security vulnerabilities have been discovered
since this report was issued and, if appropriate, should check with the Vendor to see if any
patches exist for the product and whether such patches have been evaluated and certified. Users
are reminded of the security dangers inherent in downloading ‘hot-fixes where these are
available, and that the UK Certification Body provides no assurance whatsoever for patches
obtained in this manner. More up to date information on known security vulnerabilities within
individual certified products can be found on the IT Security Evaluation and Certification
Scheme web site www.itsec.gov.uk.

12. Theissue of a Certification Report is not an endorsement of a product.
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[I. EVALUATION FINDINGS
I ntroduction

13. The evauation of Nortel DPN-100/20 running software Version G36.03 followed the
generic Evaluation Work Programme described in the ITSEM [e] with work packages structured
around the evaluator actions described in the ITSEC [d]. The results of this work were reported
in the ETRs [i, j] and under the ITSEC headings. This Certification Report summarises the
assurance results in relation to the security functionality claimed in the Security Target [c].

Correctness - Construction

14. This aspect of the evaluation examined both the development process (ie the Security
Target, the Architectura Design, the Implementation) and the environment in which it took
place. The results were as follows:

a.  Thefinal version of the Security Target [c] stated the Security Enforcing Functions
(SEFs) provided by the TOE, and contained a product rationale identifying its
method of use and intended environment; it also stated how the product's
functionality was appropriate for that method of use and was adequate to counter the
assumed threats.

b.  The Architectural Design properly stated the general structure of the TOE, together
with any external interfaces and supporting hardware or firmware; it aso clearly
detailed how the SEFs of the TOE are provided.

c. The correctness of the implementation was satisfactory, ie all security enforcing
functions offered in the Security Target were identifiable in the test documentation
and the associated tests were repeatable.

d. Witnessing arepeat of all of the Developer’s functional tests produced no differences
in the test results.

e. The configuration control list stated how the TOE is uniquely identified.

15. The Evaluators concluded that the TOE met the requirements for ITSEC E1 in respect of
its Security Target, Architectural Design, Implementation and Devel opment Environment.

Correctness - Operation
16. The Evauators checked and confirmed that:
a.  the operational documentation [k-r] adequately stated the SEFs relevant to system
managers (there are no users in the conventional sense) and how to operate the TOE

in a secure manner;

b.  the delivery and configuration documentation stated the delivery arrangements from
the development environment to the customer and the required system generation

aspects;
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the startup and operation documentation adequately stated the procedures for secure
startup and operation and, where relevant, for the deactivation or modification of
SEFs, and

the information supplied stated how these procedures maintain the security of the
TOE.

17. The Evauators concluded that the Operational Documentation and the Operational
Environment satisfied the requirements for ITSEC EL.

Effectiveness - Construction

18. This aspect of the evaluation dealt with:

19.

a

the suitability of the TOE's SEFs to counter the threats identified in the Security
Target [c];

the ability of the SEFs and mechanisms to bind together in a way that is mutually
supportive and provides an integrated and effective whole;

the ability of the TOE's security mechanisms to withstand direct attack; and

the question of whether known security vulnerabilities in the construction of the
TOE could, in practice, compromise its security.

The Evaluators were satisfied that:

a

the Suitability Analysis confirmed that all the threats listed in the Security Target [c]
were adequately countered by one or more of the stated SEFs and mechanisms;

the Binding Anaysis demonstrated that it was not possible for any SEF or
mechanism to conflict with or contradict the intent of any other SEF or mechanism;

there were no known exploitable construction vulnerabilities;

the independent vulnerability analysis and penetration testing did not reveal any
exploitable vulnerabilities in the TOE that were not satisfactorily corrected or
neutralised;

the SoM Analysis listed al the security enforcing mechanisms identified as critical
within the TOE, and the strength rating of the user chosen password mechanism was
Basic as claimed.

20. The Evauators concluded that the TOE is adjudged to have met the requirements for
ITSEC E1 in respect of Suitability, Binding, SoM and Construction Vulnerability.

Page 4
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Effectiveness - Operation

21. Thiswork involved:

a

checking that the TOE can be used in a secure manner and assessing whether known
vulnerabilities in its operation could, in practice, compromise its security; and

checking the List of Known Vulnerabilities in the operation of the TOE, as supplied
by the Sponsor, and assessing the impact of these vulnerabilities and the measures
proposed to counter their effects.

22. The evaluation confirmed that:

a

the TOE could not be configured or used in a manner which was insecure but which
a manager would reasonably believe to be secure;

the countermeasures proposed by the Sponsor in the List of Known Vulnerabilitiesin
Operational Use were entirely satisfactory; and

the independent vulnerability analysis and penetration testing did not reveal any
exploitable vulnerabilities in the operation of the TOE.

23. The Evauators concluded that the TOE meets the requirements for ITSEC EL1 in respect of
Ease of Use and Operational Vulnerability.

Specific Functionality

24. The Evaluators concluded that al the functionality claimed in the Security Target [c] had

been met.

April 2000
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[1l. CONCLUSIONS
Certification Result

25. After due consideration of the ETRs [i, j] produced by the Evaluators, and the conduct of
the evaluation, as witnessed by the Certifier, the Certification Body has determined that DFTS
Switch, consisting of Nortel DPN-100/20 running software Version G36.03, meets the
requirements of ITSEC Assurance Level EL.

Recommendations

26. The product should only be used in accordance with the intended environment and method
of use stated in the Security Target [c]. Particular care should be taken that the product is
configured and used in accordance with the operational documentation [k-r].

27. Potential users of the product should understand the specific scope of the certification by
reading this report in conjunction with the Security Target [c]. Only the relevant evaluated
product configuration as defined in Annex B should be installed. In particular, potential users of
the product should note that the product has only been tested within the environment of the
DFTS PSS and using configurations which are relevant to that application.
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ANNEX A: SUMMARY OF THE SECURITY TARGET

Introduction

1.  The Security Target isgivenin [c]. The Product Rationale is summarised below.

Product Rationale

Intended Method of Use

2. The Nortel DPN-100/20 has been selected by INCA as one of several switches to be used
in the DFTS PSS and is utilised to provide an interface between user access lines and the PSS
network.

Assumed Thresats

3. Thethreatsto DFTS are listed in the overall System Security Policy [9].

Summary of Security Features

4.  The PSS Switches are required to provide SEFs as follows:

Access Control

PS-ACL: The Switch shall verify that the NUA of an incoming packet belongs to the
CUG of the subscriber before passing the data to the subscriber.

PS-AC2: The switch shall keep data in one CUG separate from data in al the other
CUGs.

PS-AC3: The switch shall verify that the protocol of the incoming packet is the same
as the protocol of the Subscriber port before passing the data to the subscriber.

PS-AC4: The switch shall keep datain one PV C separate from all other data.

PS-AC5: The switches shall keep datain one direct connection separate from all other
data.

PS-AC6: The switches shall limit a User’'s access to that functionality required for
their role.

Authentication
PS-AUTHZ1: The switch shall require Usersto be identified and authenticated.
Security Accounting

PS-ACC1: It shall be possible to record all configuration changes to a switch.
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PS-ACC2: It shal be possible to record al connections to PSS Switches together with
details of al calls established. This information shall be sent automatically to the
NMS.

PS-ACC3: It shal be possible to record the exercise of any function by the NCC

Manager/Local Site Security Officer to selectively prevent (turn-off) the system
accounting or alarm for any given event, except the event which produces an
accounting record of changes in the Accounting and Audit functions.

PS-ACC4: It shall be possible to record switch log-on and log-off.

PS-ACC5: It shall be possible to record switch administration activities including
changes to User account profiles

Audit, Object Re-use, Accuracy of Data, Data Exchange

No SEFs are required for the PSS Switches.

Reliability of service

PS-RS1: The switch shall only allow access to configuration information (including
any NCS) from the management CUG.

PS-RS2: The switch shall restrict access to call-record information to authorised users
within the management CUG.

Target Assurance Level

5. The Target Assurance Level for the product, as defined in the Security Target [c], was E1
as defined in ITSEC [d].

Page 10
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ANNEX B: EVALUATED CONFIGURATION

Hardware

1. The Nortel DPN-100/20 consists of 4 units inside a cabinet. Three units are used to
control alarm monitoring, connection points, power converting and cooling. The remaining unit
houses a High Performance Processing Element (HPPE) which runs the switch software. Two
SCSI hard disk drives are used for the storage of all switch software and of all access control and
authentication data. The hard disk drives are also used to store the audit and call-accounting data
pending its upload to the Network Management System. In addition, all configuration data is
stored on the hard disk drives, and is loaded into the appropriate Processor Element during boot-

up.
Firmware

2. Thereisno firmware relevant to security in the TOE.

Software

3. The software component of the TOE is Nortel DPN-100/20 version G36.03
Tested Configuration

4.  The Evaluators conducted their penetration testing on the Operational DFTS PSS at the
DFTS Network Control Centre and using configurations which are relevant to that application.
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