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1 Security Target Introduction

This section identifies the Security Target (STarget of Evaluation (TOE) identification, ST contiens, ST
conformance claims, and the ST organization. Taedts of Evaluation are models 600, 1010, 10500,11750,
2750, and 5000 of the Nortel VPN Router v7.05 atiént Workstation v7.11. These devices are fumaily
identical and will hereafter be referred to, cdilegly, as “the TOE” throughout this document. ThOE is a
Virtual Private Network (VPN) Router that ensuresl¢o-end network security by establishing a fdhcrypted
and authenticated VPN connection across the Intdyveveen a Nortel VPN Router and either a usexfaote
computer or another remote Nortel VPN Router. I$bgorovides firewall functionality to protect thmivate
network from attack from the public network.

1.1 Purpose

This ST contains the following sections to providepping of the Security Environment to the Security
Requirements that the TOE meets in order to renaingnish, or mitigate the defined threats:

e Security Target Introduction (Section 1) — Providesrief summary of the content of the ST and dessr
the organization of other sections of this document

» TOE Description (Section 2) — Provides an overviginthe TOE security functions and describes the
physical and logical boundaries for the TOE.

» TOE Security Environment (Section 3) — Describesttireats and assumptions that pertain to the TaE a
its environment.

» Security Objectives (Section 4) — Identifies thew#y objectives that are satisfied by the TOE étsd
environment.

e IT Security Requirements (Section 5) — PresentsStmurity Functional Requirements (SFRs) and Sigcuri
Assurance Requirements (SARs) met by the TOE aritldofy OE’s environment.

 TOE Summary Specification (Section 6) — Descriltesdecurity functions provided by the TOE to swtisf
the security requirements and objectives.

» Protection Profile Claims (Section 7) — Provides itientification of any ST Protection Profile clairas
well as a justification to support such claims.

* Rationale (Section 8) — Presents the rationalettier security objectives, requirements, and the TOE
summary specifications as to their consistency,pietaness, and suitability.

» Acronyms (Section 9) — Defines the acronyms usedimvthis ST.

1.2 Security Target, TOE and CC Identification and  Conformance

Table 1 - ST, TOE, and CC Identification and Confor mance

ST Title Nortel Networks VPN Router v7.05 and Client Workstation v7.11 Security Target
ST Version Version 3.8
Author Corsec Security, Inc.
Nathan Lee
TOE lIdentification Nortel VPN Router v7.05 and Client Workstation v7.11

(S nineNeEER(®®I Common Criteria for Information Technology Security Evaluation, Version 2.3 (aligned
Identification and with ISO/IEC 15408:2004), Part 2 conformant, Part 3 conformant; Parts 2 and 3
Conformance Interpretations from the Interpreted CEM as of October 25, 2006 were reviewed, and no
interpretations apply to the claims made in this ST.

PP Identification None

Evaluation Assurance EAL 4 Augmented with Flaw Remediation
Level

Nortel VPN Router v7.05 and Client Workstation v7.11 Page 5 of 67
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VPN, Router, Firewall, IPSec

1.3 Conventions, Acronyms, and Terminology

1.3.1 Conventions

There are several font variations used within Bils Selected presentation choices are discussedihaid the
Security Target reader.

The CC allows for several operations to be perfarme security requirements: assignment, refinensaigction
and iteration. All of these operations are usetthiwithis ST. These operations are presenteceisdme manner in
which they appear in Parts 2 and 3 of the CC vhignhfbllowing exceptions:

Completed assignment statements are identifiedyJigadicized text within brackets].

Completed selection statements are identified uginderlined italicized text within brackets].

Refinements are identified usimgld text. Any text removed is stricken (Example-—F+SF-Datad should
be considered as a refinement.

Iterations are identified by appending a letteparenthesis following the component title. Forragée,
FAU_GEN.1(a) Audit Data Generation would be thestfiteration and FAU_GEN.1(b) Audit Data
Generation would be the second iteration.

1.3.2 Terminology

The acronyms used within this ST are describeddnti®Gn 9 — “Acronyms.” TOE-specific terminology ads
throughout the Security Target is explained in €@bbelow:

Table 2 - Terminology

Term Explanation

Technology
Contivity | Refers to the marketing name of the Nortel VPN Router.
User Types
Primary Admin The Primary Admin account has the ability to conduct all administrative privileges and
rights of the TOE. The Primary Admin also has the ability to create and assign various
rights to additional administrators. There can only be one Primary Admin of the TOE.
Restricted Admin A Restricted Admin of the TOE has various administrative privileges as assigned by
the Primary Admin. The types of privileges available to Restricted Admins are:
e Manage Nortel VPN Router
* View Nortel VPN Router
e Subgroups
e Manage Users
* View Users
Administrators Refers to all administrators of the TOE (both the Primary Admin and any assigned
Restricted Admins)
Users Refers to VPN users or any person authorized to use the TOE but lacking
administrative privileges.
Operators Refers to any human that interacts with the TOE, including Administrators and Users.
Privilege Types

Nortel VPN Router v7.05 and Client Workstation v7.11 Page 6 of 67
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Term Explanation

Manage Nortel VPN Router | Grants administrative rights to view (monitor) and manage (configure) Nortel VPN
Router configuration settings or user rights settings. This is the highest level of
administrative privilege. The only permission not granted to this level is access to the
Primary Admin password.

View Nortel VPN Router Grants administrative rights to view (monitor) most Nortel VPN Router configuration
settings or user rights settings; however, this user cannot manage (change) them. This
user cannot view the System Log, Graphs, and Guided Configuration.

Subgroups Grants rights to add and delete subgroups under a directory for which the user has
View Nortel VPN Router rights.

Manage Users Grants administrative rights to view (monitor) and manage (configure) all group
information for specified user groups.

View Users Grants administrative rights to view (monitor) all group information for specified user
groups.

None The user does not have administrative rights to view (monitor) or manage (configure)

the Nortel VPN Router settings or to manage user settings.

Nortel VPN Router v7.05 and Client Workstation v7.11 Page 7 of 67
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2 TOE Description

This section provides a general overview of the T&@BEn aid to understanding the general capabilitig security
requirements provided by the TOE. The TOE desornipprovides a context for the TOE evaluation bsniifying
the product type and describing the evaluated gardtion.

2.1 Product Type

The Nortel VPN Router v7.05 and Client Workstatiohl1l is a hardware and software TOE which combines
network data routing, Virtual Private Network (VPB)nnection and acceleration, and firewall capidsliin one
device. This product class makes use of publectehmunication infrastructure (most commonly thiermet) in
order to connect physically discontiguous privadééwork segments to one “virtually contiguous” pteaetwork.
Privacy and security of corporate data is mainthitteough the use of encrypted tunneling protoedthin the
VPN connection and various other security proceslwieen it is in transit over the public network.

A VPN connection requires the creation and opematiba secure tunnel between a VPN client on a terdevice
(such as personal computer (PC)) and VPN servéwad on a VPN security gateway, such as a NoreNV
Router.

2.2 Product Description

The TOE is a VPN Router/Firewall which providesethmmain areas of functionality: it efficiently restnetwork
traffic to its intended destination; it enableswsecinternet Protocol (IP) VPN connections acrdes gublic data
network; and it protects the private network frottaek by parties on the public network. Each @fsthfunctions
are discussed in greater detail below.

The TOE's primary purpose is to allow users of iagie (Enterprise) network to have secure accefizatonetwork
from a remote location. The TOE provides firewatlyting, encryption and decryption, authenticatiand data
integrity services to ensure that data is securgiyeled across IP networks (including the Intgtnéthe Nortel
VPN Router and the Nortel VPN Client are the twanponents that compose the TOE. Figure 1 below stow

typical deployment configuration of the TOE:
/
‘ ‘

Corporate
Servers

The World Enterprise
VPN Tunnel
Corporate
Network
Internet

Norte
VPN Client
Workstation

Nortel VPN Router

CLI Workstation Management
Workstation

Figure 1 — VPN Client Deployment Configuration oft  he TOE

The Nortel VPN Router can also be configured toratgein Branch Office mode. Branch Office modewl two
separate portions of an Enterprise network to barséy connected to each other via the InternetBrianch Office

Nortel VPN Router v7.05 and Client Workstation v7.11 Page 8 of 67
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mode, a Nortel VPN Router on one Enterprise netvemiment will establish a VPN tunnel with anothemrtsl
VPN Router on another Enterprise network segmeiit.communications between the two network segmeints
protected by the VPN tunnel. Figure 2 below shawgpical deployment configuration for Branch Odfimode:

Enterprise Enterprise

it "

VPN Branch Tunnel

Internet
NorteVPN Router| Nortel VPN Router

Manaemeni CLI Workstation Management
Workstation CLI Workstation Waorkstation

Corporate
Servers

Figure 2 — Branch Office Deployment Configurationo  fthe TOE

VPN sessions between the TOE components (the NitsI Client and the Nortel VPN Router) can be dighbd
using various tunneling protocols, including L2TR2F, PPTP, and/or IP Security (IPSec); however elPS the
only tunneling protocol that can be used to esshldi VPN session in the Common Criteria (CC) mddeperation.
For this reason, IPSec is the only tunneling protdiat is discussed in detail in this Security gedrdocument.
Although a thorough discussion and analysis oflB@ec protocol is beyond the scope of this docupetitrief
description of the protocol is given below.

The IPSec protocol is designed to mitigate secuhitgats to IP datagrams in three main areas: fapgoof IP
addresses; IP datagram tampering and/or replagimdy;|P datagram confidentiality. IPSec providess¢hsecurity
services at the Open Systems Interconnection (88tyork Layer (which is the layer containing thefd®tocol)
via combinations of cryptographic protocols andeotsecurity mechanisms. IPSec enables systemgmtordcally
select and require certain security protocols aggtographic algorithms, and generate and utilieedryptographic
material {.e., keys) required to provide the requested serviddémse services include:

» Access control to network elements

» Data origin authentication

* Integrity for connection-less protocols (such aetIBatagram Protocol (UDP))
» Detection and rejection of replayed IP packets P datagrams)

» Data confidentiality via encryption

» Partial traffic-flow confidentiality

These services are available for transparent usmpyrotocols which operate at higher levels i @8I network
stack?

The TOE also provides stateful inspection fireviafictionality which protects the private networkrn attack by
parties on the public network. The firewall instsethe packets flowing through the router and @ghwsinistrator-
configurable rules to determine whether or notlimmaeach packet to pass through to its intendestiniation.

TOE users fall into two groups:

1) Users who have access to the administrative fumality of the TOE.
2) Users who can only establish a VPN session witiT{B& in order to have access to the network pretect
by the TOE.

! Davis, Carlton R.IPSec: Securing VPNs. RSA Press, 2001.

Nortel VPN Router v7.05 and Client Workstation v7.11 Page 9 of 67
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Configuration of the TOE is performed via a Commaride Interface (CLI) by physically connecting aviz
(such as a laptop) to the serial interface of tl@ETand utilizing dumb-terminal software. After tR®E is
configured, it can be managed remotely via a GgdHiser Interface (GUI) which is accessed by aagament

workstation connected to the protected and trustiednal network.

2.3 TOE Boundaries and Scope

This section identifies the physical and logicainpmnents of the TOE that are included in this eatidmn.

2.3.1 Physical Boundary

Figure 3 and Figure 4 below illustrates the phydicaindary of this CC evaluation:

AN

Enterprise

Corporate
Servers

Management
Workstation

CLI Workstation

VPN Tunnel
Corporate
Network
| . Internet |
Norte .
VPN Client | e YR (R D
Workstation - \
| toretaton | S
Corporate
Servers
CLI Workstation Management
Workstation
Figure 3 - Physical TOE Boundary
[ e
o,
Enterprise

Enterprise

Fany

.VPN Branch Tunne|

W |

Corporate
Servers

CLI Workstation Management

Workstation

Figure 4 - Physical TOE Boundary in Branch Office T

unnel Mode
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In Figure 3 above, the TOE is installed at the loaup of the private (“Enterprise”) network and thablic
(“Internet”) network. In Figure 4 above, the TOf installed at the boundary of the two private (#prise”)
networks. The essential physical components of tBE are:

* Nortel VPN Router v7.05 build 100: The Nortel VPN Router is a dedicated hardware/soi appliance
running a Nortel-hardened version of the VxWorks Q8 non-essential OS processes have been removed
and direct access to the OS is impossible. TheéeNUPN Router is produced at seven performancelsev
(models 600, 1010, 1050, 1100, 1750, 2750, and 5@@ch provide identical functionality; they diffe
only in network throughput and performance.

* Nortel VPN Client Workstation v7.11 build 100: The Nortel VPN Client is used to access to esthbli
VPN sessions with the Nortel VPN Router from a rearocation.

2.3.1.1 TOE Environment
The TOE environment is composed of the following:

« Nortel VPN Client Workstatioh
o Provides the underlying OS (Microsoft Windows 208P4 or XP SP2) and general-purpose
computing hardware platform for the VPN user torest to the Nortel VPN Router.
» Management Workstation
0 Provides the underlying OS and general-purpose atngp hardware platform for the TOE user
to interact with the administrative GUI provided twzg TOE.
» CLI Workstation
o Provides the underlying OS and general-purpose atimp hardware platform for the TOE user
to interact with the administrative CLI provided thye TOE.
» Corporate Servers
o Provide data and services to VPN users througW B¢ services provided by the TOE.

2.3.2 Logical Boundary

Figure 5 and Figure 6 below illustrates the loglmalindary of this CC evaluation:

2 Note that the Nortel VPN Client Software is inadgdwithin the TOE boundary but the underlying O%l an
hardware are not.
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* Nortel VPN Router: Each of the logical components contained withinghgsical Nortel VPN Router are
included within the TOE boundary. These componargs
o Nortel VPN Switch Software
o VxWorks OS
o Contivity Hardware Appliance.

» Nortel VPN Client Workstation: The Nortel VPN Client software is part of the TO#t the underlying
OS and hardware are excluded from the TOE boundary.

The TOE's logical boundary includes all of the T(Eecurity Functions (TSFs). The Security Functional
Requirements (SFRs) implemented by the TOE arailggirouped under the following Security Functiolasses:

« FAU Security Audit

* FCS Cryptographic Support

« FDP User Data Protection

* FIA Identification and Authentication

e FMT Security Management

e FPT Protection of the TOE Security Functions
e FTP Trusted Path/Channels

These functions are discussed in greater detabel

2.3.2.1 Security Audit

The Security Audit function provides the generatmmd viewing of audit records. The TOE generates f
categories of audit data:

» Accounting Log: contains information about user activities.

» Security Log: contains information about security relevant atés.

» Configuration Log: contains information about configuration relevadtivities.
e System Log:contains information about system relevant adigit

» Event Log: contains the last 2000 logs entries of all adésit

Audit data is generated by the TOE and stored lipeal flat files on internal storage. The TOE colst access to
the audit data, and direct access to these fias fily the TOE administrator is not possible. TI@ETsupports
automatic backup and archiving of the logs.

TOE users assigned to the appropriate user rolggeaa audit records but do not have write accése audit data
is presented to TOE users in a manner suitablieuoran readability.

2.3.2.2 Cryptographic Support

The TOE implements and utilizes cryptographic athars and various other security algorithms in otdeprotect
information being transferred between physicallyasated parts of the TOE. These algorithms inclddeanced
Encryption Standard (AES), Triple Data Encryptiotarglard (3DES), RSA (Rivest, Shamir, and Adlemany
Diffie-Hellman; Secure Hash Algorithm (SHA-1) anayed-Hash Message Authentication Code (HMAC)-SHA-1
for hashing; and FIPS 140-2 key zeroization for #egtruction.

2.3.2.3 User Data Protection

The TOE enforces the Access Control Security Fanati Policy (SFP) on TOE subjects, objects, andaijmns.
The architecture of the TOE ensures that all oerstbetween objects and subjects are regulateédebyOE based
upon the privilege criteria defined in the Accessttol SFP.

The TOE enforces the VPN Information Flow Contri#@) SFP and the Firewall IFC SFP through the use o
IPSec. The IPSec protocol ensures confidentiaftgommunications between remote Nortel VPN Clieautsl
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Nortel VPN Routers, as well as providing protectagainst external attack. The architecture of Tt ensures
that VPN data is subject to enforcement of the VP SFP, and that all data passing through thevéiles subject
to enforcement of the Firewall IFC SFP. These Skifesenforced by the TOE based upon the privilegera
defined in the SFPs.

2.3.2.4 Identification and Authentication

All identification and authentication for the TOEaurs on the Nortel VPN Router and is based on attgbutes.
Each user has a username, password, and one omssigeed roles. The TOE ensures that users drerdicated
prior to any use of the TOE functions, and useheuwtication is performed using a unique usernandepassword
combination.

TOE users must identify and authenticate their titiem in order to gain access to services providedhe TOE.
Identification and authentication is enforced bg thortel VPN Router, the GUI, and the CLI. The tébiVPN
Client accepts two types of authentication crea@ésitia username/password combination or a digérificate®
The GUI and CLI accepts username/password autlatiotic

2.3.2.5 Security Management
The TOE maintains three main user roles:

e Primary Admin
* Restricted Admin
e VPN User

The Primary Admin has full administrative accesstite TOE; the Restricted Admin has access to specif
administrative functions as defined by the PrimAdmin; and the VPN User has no administrative peiyés and
can only connect to the Nortel VPN Router via thatsl VPN Client.

The Primary Admin and Restricted Admins perform adstrative and troubleshooting tasks via the Giid they
perform configuration tasks via the CLI. VPN Usetsize the Nortel VPN Client to access the prévaetwork
through the Nortel VPN Router. After successfuhantication to the TOE, users can access onlynidugagement
functions to which their role grants them acceAs. described in the SFP, management and modifitatior OE
security attributes is restricted to authorized mistrators in order to ensure that only secureeslare accepted for
those security attributes and that the default emlused for initialization of the security attrigsitare not
maliciously altered.

2.3.2.6  Protection of the TOE Security Functions

The TOE runs a series of self-tests both at inifi@E start-up and periodically during normal TOEeion.
These tests check for the correct operation ofhEs. The TOE is able to detect IPSec sessiotasyragtacks and
take appropriate countermeasures (by dropping tspest packets) while performing the self-testdie TOE’s
architecture is specifically designed to elimin#ie possibility of any user bypassing the TSFs.erflsnust be
identified and authenticated before the TOE willkmany actions on their behalf. The underlying ©®30t
accessible by any TOE user (authorized or unawtédyi

2.3.2.7 Trusted Path/Channels

Connections from the Nortel VPN Client to the NbM#N Router are initiated by the VPN Users. IP$®c
required during these connections in order to enthat the communication is via a trusted pathe aichitecture
of the TOE and of the IPSec protocol ensures timtrusted paths between the Nortel VPN RouterthadNortel
VPN Clients are logically distinct and secure.

% The Nortel VPN Client also supports the use of Sr@ards for authentication. Smart Card authetitinais
beyond the scope of this evaluation and is notishel in the evaluated configuration.
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2.3.3 Excluded TOE Functionality
The following product features and functionality @xcluded from the evaluated configuration of TE:

* Remote VPN connections using a tunneling prototwdiothan IPSec
* Remote authentication using a Smart Card or a renelar software token Card
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3 TOE Security Environment

This section describes the security aspects okthvironment in which the TOE will be used and thenmer in
which the TOE is expected to be employed. Se@idnprovides assumptions about the secure usate GfOE,
including physical, personnel, and connectivityeadp. Section 3.2 lists the known and presumeshtircountered
by either the TOE or by the security environment.

3.1 Assumptions

This section contains assumptions regarding thergganvironment and the intended usage of the TQOthe
following specific conditions are required to eresuhe security of the TOE and are assumed to é@xistn
environment where this TOE is employed.

A.TRAINED-ADMIN It is assumed that administrators will be trainedhe secure use of the TOE and will
follow the policies and procedures defined in th®ET documentation for secure
administration of the TOE. Administrators are ased to be non-hostile.

A.TIMESTAMPS It is assumed that the TOE relies on the operatingronment of TOE to provide
accurate clock time in order to create an accutmtee stamp for audit events.
Administrators are responsible for the maintenasfca reliable time source for use with
audit operations.

A.PHYSICAL It is assumed that the TOE may be susceptible ysipal attacks by an attacker. It is
assumed that the TOE will be housed within a plajisiccecure environment in order to
mitigate this risk.

A.CERTIFICATE It is assumed that the environment will provide tlegessary infrastructure to ensure that
certificates can be validated when digital cerdifecs are used for authentication. This
may mean the environment provides a connectionttosied Certificate Authority, or
that the required certificates are otherwise abkglao the TOE. It is assumed that the
appropriate infrastructure is properly maintainaedorder to ensure the accuracy and
security of the certificate®.., certificates are revoked in a timely manner).

A.INSTALL It is assumed that the TOE is delivered, installadd setup in accordance with
documented delivery and installation/setup procesiur

A.ACCESS It is assumed that the TOE has access to all ofnfeemation Technology (IT) System
data it needs to perform its functions.

A.DOMSEP It is assumed that the IT environment will maintaisecurity domain for the Nortel VPN
software that protects it from interference andgaring by untrusted subjects.

3.2 Threats to Security

This section identifies the threats to the IT aséptivate networks) against which protection guieed by the TOE
or by the security environment. The threat agargsdivided into two categories:
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» Attackers who are not TOE users:These attackers have no knowledge of how the Tpates and are
assumed to possess a low skill level, a low lefehativation, limited resources to alter TOE configtion
settings/parameters, and no physical access bQie

» TOE users: These attackers have extensive knowledge of h@vT@®E operates and are assumed to
possess a high skill level, moderate resourcestdéo BOE configuration settings/parameters, andsjuay
access to the TOE, but no motivation to do so.

The threats are mitigated through the objectivestified in Section 4 - Security Objectives.

3.2.1 Threats Addressed by the TOE

The following threats are to be addressed by thE:TO

T.UNDETECT An attacker may gain undetected access due to ngijssweak, and/or incorrectly
implemented access controls for the restricteds filw TSF Data in order to cause
violations of integrity, confidentiality, or avabddity of the information protected by and
flowing through the TOE.

T.AUTH-ERROR An authorized user may accidentally alter the apnfation of a policy that permits or
denies information flow through the TOE, therebfeeting the integrity of the transmitted
information.

T.DATA-MOD An attacker may intercept and alter the data tratestnbetween the Nortel VPN Client

and the Nortel VPN Router, and/or between two NorfeN Routers, in order to deceive
the intended recipient.

T. HACK-CRYPTO An attacker may successfully intercept and dectysetn recover and modify the encrypted
data that is in transit between the Nortel VPN Roaind VPN Client, and/or between two
Nortel VPN Routers.

T.HACK An attacker may use malformed IP packets or singittack methods against the TSF or
user data protected by the TOE in order to comapinal operation.

3.2.2 Threats Addressed by the TOE Environment

The following threats are addressed by the TOErenwmient:

TE.PHYSICAL An attacker may physically attack the Hardware ik in order to compromise its
secure operation.

TE.AUDIT_FAILURE An attacker may conduct an undetected attack omfbemation protected by the TOE
as a result of unreliable time stamps used by titkét anechanism, which may result in
failure to prevent further attacks using the sane¢had.

TE.BAD_CERT An attacker may successfully authenticate to th&l \Rduter using a revoked, expired
or untrusted certificate in order to gain accessnformation residing on the private
network.
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4 Security Objectives

This section identifies the security objectives thoe TOE and its supporting environment. The dgcobjectives
identify the responsibilities of the TOE and itsysanment in meeting the security needs.

4.1 Security Objectives for the TOE

The specific security objectives are as follows:

O.I1&A

O.AUDIT

O.SELFPROTECT

The TOE must be able to identify and authenticatersiprior to allowing access to TOE
functions and data.

The TOE must record audit records for data accessgsise of the System functions.

The TOE must protect itself from unauthorized migdiions and access to its functions
and data.

O.FUNCTIONS The TOE must provide functionality that enablesyoslithorized users to establish VPN
sessions with the TOE using the IPSec protocol.

O.ADMIN The TOE must provide facilities to enable an auttemt administrator to effectively
manage the TOE and its security function, and merssure that only authorized
administrators are able to access such functignalit

O.TEST The TOE must provide functionality that enableditgsof its correct functioning and
integrity.

O.REPLAY The TOE must provide functionality that enablesedgbn of replay attack and take
appropriate action if an attack is detected.

O.CONFIDENT The TOE must use the IPSec tunneling protocol teuen confidentiality of data
transmitted between the Nortel VPN Client and thertél VPN Router, and/or between
two Nortel VPN Routers.

O.INTEGRITY The TOE must use the IPSec tunneling protocol teuenintegrity of data transmitted
between the Nortel VPN Client and the Nortel VPNuRo, and/or between two Nortel
VPN Routers.

O.FILTER The TOE must filter all incoming and outgoing pask#hat pass through it, and accept or
reject packets based on their attributes.
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4.2 Security Objectives for the Environment

4.2.1 IT Security Objectives

The following IT security objectives are to be si¢id by the environment:
OE.TIME The environment must provide reliable timestampgHte time-stamping of audit events.

OE.CERTIFICATE The environment must provide the required certiidafrastructure so that the validity of
certificates can be verified. The certificate istracture must be properly and securely
maintained so that the status of certificates tmetely provided to the TOE.

OE.DOMSEP The environment must maintain a security domairtherNortel VPN Client software that
protects it from interference and tampering by usted subjects.

4.2.2 Non-IT Security Objectives
The following non-IT environment security objectvare to be satisfied without imposing technicgureements

on the TOE. That is, they will not require the Iepentation of functions in the TOE hardware andfofitware.
Thus, they will be satisfied largely through apation of procedural or administrative measures.

OE.PHYS-SEC The TOE must be physically protected so that onBETusers who possess the appropriate
privileges have access.

OE.TRAINED Those responsible for the TOE must train TOE useestablish and maintain sound security
policies and practices.

OE.DELIVERY Those responsible for the TOE must ensure thas iddlivered, installed, managed and
operated in accordance with documented deliveryirstdllation/setup procedures.
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5 IT Security Requirements

This section defines the Security Functional Rexrugnts (SFRs) and Security Assurance Requirem8&R<Y)
met by the TOE as well as SFRs met by the TOE Mrenment. These requirements are presented folpwhe
conventions identified in Section 1.3.1.

5.1 TOE Security Functional Requirements

This section specifies the SFRs for the TOE. Beigtion organizes the SFRs by CC class. Tableifees all
SFRs implemented by the TOE and indicates the %Fabipns performed on each requirement.

Table 3 - TOE Security Functional Requirements

ST Operation

Description é é é s
8 5 2 ¢
385 2
FAU_GEN.1 Audit Data Generation V|V
FAU_SAR.1 Audit Review v
FCS_CKM.1(a) Cryptographic Key Generation v
FCS_CKM.4 Cryptographic Key Destruction v
FCS_COP.1(a) Cryptographic Operation v v
FCS_COP.1(b) Cryptographic Operation v v
FCS_COP.1(d) Cryptographic Operation v v
FCS_COP.1(e) Cryptographic Operation v v
FCS_CKM.1(b) Cryptographic Key Generation v
FDP_ACC.2 Complete Access Control v
FDP_ACF.1 Security Attribute Based Access Control v
FDP_IFC.2(a) Complete Information Flow Control v v
FDP_IFC.2(b) Complete Information Flow Control v v
FDP_IFF.1(a) Simple Security Attributes v v
FDP_IFF.1(b) Simple Security Attributes v v
FDP_UCT.1 Basic Data Exchange Confidentiality vV
FDP_UIT.1 Data Exchange Integrity v
FIA_UAU.1 Timing of Authentication v
FIA_UAU.5 Multiple Authentication Mechanisms v
FIA_UID.2 User Identification Before any Action
FMT_MOF.1(a) Management of Security Functions Behavior | v | v/ v
FMT_MOF.1(b) Management of Security Functions Behavior | v | v/ v
FMT_MSA.1(a) Management of Security Attributes vV v
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FMT_MSA.1(b) Management of Security Attributes vV v
FMT_MSA.1(c) Management of Security Attributes vV v
FMT_MSA.2 Secure Security Attributes

FMT_MSA.3(a) Static Attribute Initialization v
FMT_MSA.3(b) Static Attribute Initialization v
FMT_MSA.3(c) Static Attribute Initialization v
FMT_SMF.1 Specification of Management Functions v
FMT_SMR.1 Security Roles v
FPT_AMT.1 Abstract Machine Testing v

FPT_RPL.1 Replay Detection v
FPT_TST.1 TSF Testing V|V
FTP_TRP.1 Trusted Path V|V

Section 5.1 contains the functional components fithe Common Criteria (CC) Part 2 with the operation
completed. For the conventions used in perforn@i@goperations please refer to Section 1.3.1.
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5.1.1 Class FAU: Security Audit

FAU_GEN.1 Audit Data Generation
Hierarchical to: No other components.
FAU_GEN.1.1
The TSF shall be able to generate an audit redatttedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events, for thedt specified] level of audit; and
c) [All eventslisted in Table 4].

Table 4 - Auditable Events

Start-up and shutdown of audit functions

Modification to the TSF and System data

Reading of information from the audit Records

All modifications to the audit configuration that occur while the audit
collection functions are operating

All use of the user identification and authentication mechanism

All modifications in the behavior of the Functions of the TSF

Modifications to the role allocation of users

FAU_GEN.1.2
The TSF shall record within each audit record astehe following information:

a) Date and time of the event, type of event, suibgentity, and the outcome (success or failuffethe
event; and

b) For each audit event type, based on the audigal@nt definitions of the functional componentduded
in the PP/ST,Ho other audit relevant information].

Dependencies: FPT_STM.1 Reliable time stamps

FAU_SAR.1 Audit review
Hierarchical to: No other components.
FAU_SAR.1.1

The TSF shall providePrimary Admin, the Restricted Admin, and the VPN User] with the capability to
read Bll audit records that they have permission to view] from the audit records.

FAU_SAR.1.2
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The TSF shall provide the audit records in a maso#able for the user to interpret the information

Dependencies: FAU_GEN.1 Audit data generation
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5.1.2 Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic key generation (Diffie-Hellman)
Hierarchical to: No other components.
FCS_CKM.1.1(a)

The TSF shall generate cryptographic keys in acsure with a specified cryptographic key generation
algorithm Diffie-Hellman] and specified cryptographic key sizek024, 1536 bit keys|] that meet the
following: [RFC 2631].

Dependencies: [FCS_CKM.2 Cryptographic key distribtion, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

FCS_CKM.1(b) Cryptographic key generation (RSA)
Hierarchical to: No other components.
FCS_CKM.1.1(b)

The TSF shall generate cryptographic keys in a@ure with a specified cryptographic key generation
algorithm |RSA] and specified cryptographic key sizei?4, 2048 bits] that meet the following: RFC
3447].

Dependencies: [FCS_CKM.2 Cryptographic key distribdion, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

FCS_CKM.4 Cryptographic key destruction
Hierarchical to: No other components.
FCS_CKM.4.1

The TSF shall destroy cryptographic keys in accoecdawith a specified cryptographic key destruction
method feroization] that meets the followingH PS 140-2].

Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FMT_MSA.2 Secure security attributes

FCS_COP.1(a) Cryptographic operation (encryption ad decryption)

Hierarchical to: No other components.
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FCS_COP.1.1(a)

The TSF shall performepcryption and decryption] in accordance with a specified cryptographic athm
[3DESand AES| and cryptographic key size$d8-bit key, 128 and 256-bit keys, respectively] that meet the
following: [FIPS46-3 and FIPS 197, respectively].

Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

FCS_COP.1(b) Cryptographic operation (authenticatiao)
Hierarchical to: No other components.
FCS_COP.1.1(b)

The TSF shall performalithentication] in accordance with a specified cryptographic athon [HMAC-
SHA-1] and cryptographic key sizeS12-bits] that meet the following:RFC 2104].

Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

FCS_COP.1(d) Cryptographic operation (random numbergeneration)
Hierarchical to: No other components.
FCS_COP.1.1(d)

The TSF shall performrfindom number generation] in accordance with a specified cryptographic
algorithm [BHA-1] and cryptographic key size2( bytes] that meet the following:HIPS 186-2 Appendix
3.1].

Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

FCS_COP.1(e) Cryptographic operation (hashing)
Hierarchical to: No other components.
FCS_COP.1.1(e)

The TSF shall performhpshing] in accordance with a specified cryptographic athon [SHA-1] and
cryptographic key sizesipne] that meet the following:RFC 3174].
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Dependencies: [FDP_ITC.1 Import of user data withotisecurity attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes
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5.1.3 Class FDP: User Data Protection

FDP_ACC.2 Complete access control
Hierarchical to: FDP_ACC.1
FDP_ACC.2.1

The TSF shall enforce theAdcess Control SFP] on [Subjects: administrators; Objects. VPN Router
configuration parameters] and all operations among subjects and objectereavby the SFP.

FDP_ACC.2.2

The TSF shall ensure that all operations betwegrsahject in the TSC and any object within the TB8€
covered by an access control SFP.

Dependencies: FDP_ACF.1 Security attribute based aess control

FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.
FDP_ACF.1.1

The TSF shall enforce theAdcess Control SFP] to objects based on the followingadministrator
privileges).

FDP_ACF.1.2

The TSF shall enforce the following rules to deteenif an operation among controlled subjects and
controlled objects is allowed:if[an administrator has been authenticated, if that administrator has
privileges granted by the Primary Admin].

FDP_ACF.1.3
The TSF shall explicitly authorise access of susjec objects based on the following additionaksul
[access to all administrative functions is permitted once a Primary Admin has been identified and
authenticated successfully].

FDP_ACF.1.4
The TSF shall explicitly deny access of subjectstijects based om¢ additional explicit denial rules].

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_IFC.2(a) Complete information flow control (VPN)
Hierarchical to: FDP_IFC.1

FDP_IFC.2.1(a)
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The TSF shall enforce th&/IPN Information Flow Control SFP] on [remote authenticated VPN Clients
connecting to a Nortel VPN Router] and all operations that cause that informatiorfléev to and from
subjects covered by the SFP.

FDP_IFC.2.2(a)

The TSF shall ensure that all operations that camgeinformation in the TSC to flow to and from any
subject in the TSC are covered by an informatiowftontrol SFP.

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFC.2(b) Complete information flow control (Firewall)
Hierarchical to: FDP_IFC.1
FDP_IFC.2.1(b)

The TSF shall enforce thé&ifewall Information Flow Control SFP] on [hosts on either side of a Nortel
VPN Router (subject), and the Nortel VPN Router (subject), and all data flowing between the subjects
(information)] and all operations that cause that informatioffldav to and from subjects covered by the
SFP.

FDP_IFC.2.2(b)

The TSF shall ensure that all operations that cansgeinformation in the TSC to flow to and from any
subject in the TSC are covered by an informatiowftontrol SFP.

Dependencies: FDP_IFF.1 Simple security attributes

FDP_IFF.1(a) Simple security attributes (VPN)
Hierarchical to: No other components.
FDP_IFF.1.1(a)

The TSF shall enforce th&IPN Information Flow Control SFP] based on the following types of subject
and information security attributes: [

0 user identity,
0 user authentication credentials

and tunnel filtering of packetsis based on

Protocol ID,

Direction,

Source, destination |P addresses,
Source, destination ports,
Service].

O O0OO0Oo0o

FDP_IFF.1.2(a)

The TSF shall permit an information flow betweenamtrolled subject and controlled information via a
controlled operation if the following rules holdh¢ VPN Client successfully authenticates to the Nortel
VPN Router].
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FDP_IFF.1.3(a)

The TSF shall enforce thadne].
FDP_IFF.1.4(a)

The TSF shall provide the followingtéteful Firewall, Network Address Trandation (NAT), |PSec].
FDP_IFF.1.5(a)

The TSF shall explicitly authorise an informatidomi based on the following rulesadne].
FDP_IFF.1.6(a)

The TSF shall explicitly deny an information flowded on the following rulesagne].

Dependencies: FDP_IFC.1 Subset information flow cdrol
FMT_MSA.3 Static attribute initialisation

FDP_IFF.1(b) Simple security attributes (Firewall)
Hierarchical to: No other components.
FDP_IFF.1.1(b)

The TSF shall enforce thd-ifewall Information Flow Control SFP] based on the following types of
subject and information security attributes: [

Source, destination interface;
Source, destination IP addresses;
Source, destination port;
Direction

Service].

O o0Oo0ooo

FDP_IFF.1.2(b)

The TSF shall permit an information flow betweepamtrolled subject and controlled information via a
controlled operation if the following rules holditfempted connection from external source has an entry in
the state-based connection table permitting its inflow].

FDP_IFF.1.3(b)

The TSF shall enforce thadne].
FDP_IFF.1.4(b)

The TSF shall provide the followingtéteful Firewall, Network Address Trandation (NAT)].
FDP_IFF.1.5(b)

The TSF shall explicitly authorise an informatidomi based on the following rulesadne].
FDP_IFF.1.6(b)

The TSF shall explicitly deny an information flovased on the following rulesif[packet sequence
number indicates repeated packet, signaling a replay attack].
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Dependencies: FDP_IFC.1 Subset information flow cdrol
FMT_MSA.3 Static attribute initialisation

FDP_UCT.1 Basic data exchange confidentiality
Hierarchical to: No other components.
FDP_UCT.1.1

The TSF shall enforce th&PN Information Flow Control S-P] to be able totfansmit, receive] objects in
a manner protected from unauthorised disclosure.

Dependencies: [FTP_ITC.1 Inter-TSF trusted channelor
FTP_TRP.1 Trusted path]
[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FDP_UIT.1 Data exchange integrity
Hierarchical to: No other components.
FDP_UIT.1.1

The TSF shall enforce th&PN Information Flow Control SFP] to be able totfansmit, receive] user data
in a manner protected frormédification, deletion, insertion, replay] errors.

FDP_UIT.1.2

The TSF shall be able to determine on receipt ef uata, whethernjodification, deletion, insertion,
replay] has occurred.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or
FTP_TRP.1 Trusted path]
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5.1.4 Class FIA: Identification and Authentication

FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
FIA_UAU.1.1

The TSF shall allow [

connection configuration,

username entry,

password entry,

destination selection,

authentication options (digital certificates, username, password),
keepalive options,

autoconnect,

name server options

O O0OO0O0O0O0OO0OO0

] on behalf of the user to be performed beforeuther is authenticated.
FIA_UAU.1.2

The TSF shall require each user to be successullyenticated before allowing any other TSF-mediate
actions on behalf of that user.

Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.5 Multiple authentication mechanisms
Hierarchical to: No other components.
FIA_UAU.5.1

The TSF shall provideugername and password (for administrators), RSA Digital Certificates] to support
user authentication.

FIA_UAU.5.2

The TSF shall authenticate any user’s claimed itjeaiccording to the donfigurations as defined by
administrators and these configurations include:

0 Username and Password (for administrators)
0 RSADigital Certificates).

Dependencies: No dependencies

FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1

FIA_UID.2.1
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The TSF shall require each user to identify itsmfore allowing any oth&rTSF-mediated actions on
behalf of that user.

Dependencies: No dependencies

*“Other” in this SFR means any action not incluitethe assignment in FIA_UAU.1.1.
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5.1.5 Class FMT: Security Management

FMT_MOF.1(a) Management of security functions behamur
Hierarchical to: No other components.
FMT_MOF.1.1(a)

The TSF shall restrict the ability tapdify the behaviour of] the functions ¢reation and rights assignment
of Restricted Admins] to [Primary Admin].

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MOF.1(b) Management of security functions behaiour
Hierarchical to: No other components.

FMT_MOF.1.1(b)

The TSF shall restrict the ability tddtermine the behaviour of] the functions &ll administrator functions
allowed by Primary Admin] to [Restricted Adming].

Dependencies: FMT_SMF.1 Specification of managemefinctions
FMT_SMR.1 Security roles

FMT_MSA.1(a) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(a)

The TSF shall enforce thé\dcess Control SFP] to restrict the ability torpodify] the security attributes
[which includes all internal attributes available to the administrators] to [Primary Admin, Restricted
Adming].

Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset information flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.1(b) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(b)

The TSF shall enforce th&ifewall Information Control S-P] to restrict the ability torhodify] the security
attributes fhich includes all internal attributes available to the administrators] to [Primary Admin,
Restricted Admins].
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Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset information flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.1(c) Management of security attributes
Hierarchical to: No other components.
FMT_MSA.1.1(c)

The TSF shall enforce th&IPN Information Control SFP] to restrict the ability to rhodify] the security
attributes fhich includes all internal attributes available to the administrators] to [Primary Admin,
Restricted Adming|.

Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset information flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

FMT_MSA.2 Secure security attributes
Hierarchical to: No other components.
FMT_MSA.2.1
The TSF shall ensure that only secure values a&pted for security attributes.

Dependencies: ADV_SPM.1 Informal TOE security polig model
[FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset information flow control]
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3(a) Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1(a)

The TSF shall enforce theAdcess Control SFP] to provide fedtrictive] default values for security
attributes that are used to enforce the SFP.

FMT_MSA.3.2(a)

The TSF shall allow thePrimary Admin] to specify alternative initial values to overrittee default values
when an object or information is created.

Dependencies: FMT_MSA.1 Management of security atiibutes
FMT_SMR.1 Security roles
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FMT_MSA.3(b) Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1(b)

The TSF shall enforce th&ifewall Information Control SFP] to provide festrictive] default values for
security attributes that are used to enforce tHe. SF

FMT_MSA.3.2(b)

The TSF shall allow thePrimary Admin] to specify alternative initial values to overrittee default values
when an object or information is created.

Dependencies: FMT_MSA.1 Management of security atibutes
FMT_SMR.1 Security roles

FMT_MSA.3(c) Static attribute initialisation
Hierarchical to: No other components.
FMT_MSA.3.1(c)

The TSF shall enforce theVIPN Information Control SFP] to provide festrictive] default values for
security attributes that are used to enforce tHe. SF

FMT_MSA.3.2(c)

The TSF shall allow thePrimary Admin] to specify alternative initial values to overrittee default values
when an object or information is created.

Dependencies: FMT_MSA.1 Management of security atiibutes
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Hierarchical to: No other components.

FMT_SMF.1.1
The TSF shall be capable of performing the follayvsecurity management functionsddgnagement of
creation of roles and assigning rights, determining the administrator functions, management of Access

Control policies, management of Firewall and VPN information flow policies, management of audit
records, management of cryptographic functions, performing self tests).

Dependencies: No Dependencies

FMT_SMR.1 Security roles
Hierarchical to: No other components.

FMT_SMR.1.1
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The TSF shall maintain the roleRr[mary Admin, Restricted Admin, VPN User].
FMT_SMR.1.2
The TSF shall be able to associate users with.roles

Dependencies: FIA_UID.1 Timing of identification
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5.1.6 Class FPT: Protection of the TSF

FPT_AMT.1 Abstract machine testing
Hierarchical to: No other components.
FPT_AMT.1.1

The TSF shall run a suite of testufing initial start-up, periodically during normal operation] to
demonstrate the correct operation of the secursiguptions provided by the abstract machine that
underlies the TSF.

Dependencies: No dependencies

FPT_RPL.1 Replay detection
Hierarchical to: No other components.
FPT_RPL.1.1
The TSF shall detect replay for the following €att fthe |PSec sessions].
FPT_RPL.1.2
The TSF shall perforndfop packets] when replay is detected.

Dependencies: No dependencies

FPT_TST.1 TSF testing
Hierarchical to: No other components.
FPT_TST.1.1

The TSF shall run a suite of self teddisiring initial start-up, at the conditions [when running in Normal
mode] | to demonstrate the correct operationtb&[TSF].

FPT_TST.1.2
The TSF shall provide authorised users with theabdipy to verify the integrity of TSF datal.
FPT_TST.1.3

The TSF shall provide authorised users with theabaipy to verify the integrity of stored TSF exaahle
code.

Dependencies: FPT_AMT.1 Abstract machine testing
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5.1.7 Class FTP: Trusted Path/Channels

FTP_TRP.1 Trusted path

Hierarchical to: No other components.

FTP_TRP.1.1
The TSF shall provide a communication path betwiesaif and femote] users that is logically distinct
from other communication paths and provides assigretification of its end points and protectiontb@
communicated data from modification or disclosure.

FTP_TRP.1.2
The TSF shall permitrgmote users] to initiate communication via the trusted path.

FTP_TRP.1.3

The TSF shall require the use of the trusted pat{ $ecure VPN communication]].

Dependencies: No dependencies
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5.2 Security Functional Requirements on the IT Envi  ronment

The TOE has the following security requirementifedT environment. Table 5 identifies all SFReiamented by
the IT Environment and indicates the ST operatfmeréormed on each requirement.

Table 5 - IT Environment Security Functional Requir ~ ements

ST Operation

= | =

Description é g g s

8 [<) ‘g

= (@] = —_

Q n B g
(%9} g @
FPT_RVM.1 Non-bypassability of the TSP v
FPT_SEP.1 TSF domain separation v
FPT_STM.1 Reliable time stamps v

FPT_RVM.1 Non-bypassability of the TSP
Hierarchical to: No other components.

FPT_RVM.1.1

The FSFIT Environment shall ensure that TSP enforcement functions areked and succeed before
each function within the TSC is allowed to proceed.

Dependencies: No dependencies

FPT_SEP.1 TSF domain separation
Hierarchical to: No other components.

FPT_SEP.1.1

TheFSHT Environment shall maintain a security domain fer-its-otte TOE’s execution that protects
it the TOE from interference and tampering by untrusted stibje

FPT_SEP.1.2

The TSF shall enforce separation between the sgdomains of subjects in the TSC.

Dependencies: No dependencies

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.

FPT_STM.1.1
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TheFSFTOE Environment shall be able to provide reliable time stampstfeithe TOE's own use.

Dependencies: No dependencies
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5.3 Assurance Requirements

This section defines the assurance requirementhiéoTOE. The assurance requirements are takem fart 3 of

the CC and are EAL 4 augmented with ALC_FLR.2. [&&bbelow summarizes the components.

Table 6 - Assurance Components

Assurance Requirements

Class ACM:
Configuration management

ACM_AUT.1 Partial CM automation

ACM_CAP.4 General support and acceptance procedures

ACM_SCP.2 Problem tracking CM coverage

Class ADO:
Delivery and operation

ADO_DEL.2 Detection of modification

ADO_IGS.1 Installation, generation, and start-up procedures

Class ADV:
Development

ADV_FSP.2 Fully defined external interfaces

ADV_HLD.2 Security-enforcing high-level design

ADV_IMP.1 Subset of the implementation of the TSF

ADV_LLD.1 Descriptive low-level design

ADV_RCR.1 Informal correspondence demonstration

ADV_SPM.1 Informal TOE security policy model

Class AGD:
Guidance documents

AGD_ADM.1 Administrator guidance

AGD_USR.1 User guidance

Class ALC:
Life cycle support

ALC_DVS.1 Development security

ALC_FLR.2 Flaw reporting procedures

ALC_LCD.1 Developer defined Life cycle model

ALC_TAT.1 Well-defined development tools

Vulnerability assessment

Class ATE: ATE_COV.2 Analysis of coverage

Tests ATE_DPT.1 Testing: high-level design
ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing — sample

Class AVA: AVA_MSU.2 Validation of analysis

AVA_SOF.1 Strength of TOE security function evaluation

AVA_VLA.2 Independent vulnerability analysis
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6 TOE Summary Specification

This section presents information to detail how Ti@E meets the functional and assurance requirentiscribed
in previous sections of this ST.

6.1 TOE Security Functions

Each of the security function descriptions is ofged by the security requirements correspondinthéosecurity
function. Hence, each function is described by liospecifically satisfies each of its related riegments. This
serves to both describe the security functions ratidnalize that the security functions are suiatdl satisfy the
necessary requirements.

Table 7 - Mapping of TOE Security Functions to Secu  rity Functional Requirements

TOE Security

Function SFR ID Description

Security Audit FAU_GEN.1 Audit Data Generation
FAU_SAR.1

Cryptographic Support |FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4

FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(d)
FCS_COP.1(e)

User Data Protection FDP_ACC.2

Audit Review

Cryptographic Key Generation

Cryptographic Key Generation

Cryptographic Key Destruction

Cryptographic Operation

Cryptographic Operation

Cryptographic Operation

Cryptographic Operation

Complete Access Control

FDP_ACF.1 Security Attribute Based Access Control
FDP_IFC.2(a) Complete Information Flow Control
FDP_IFC.2(b) Complete Information Flow Control
FDP_IFF.1(a) Simple Security Attributes
FDP_IFF.1(b) Simple Security Attributes
FDP_UCT.1 Basic Data Exchange Confidentiality
FDP_UIT.1 Data Exchange Integrity

Identification and FIA_UAU.1 Timing of Authentication

Authentication FIA_UAU.5 Multiple Authentication Mechanisms
FIA_UID.2 User Identification Before any Action

Security Management

FMT_MOF.1(a)

Management of Security Functions Behavior

FMT_MOF.1(b)

Management of Security Functions Behavior

FMT_MSA.1(a)

Management of Security Attributes

FMT_MSA.1(b)

Management of Security Attributes

FMT_MSA.1(c)

Management of Security Attributes

FMT_MSA.2

Secure Security Attributes

FMT_MSA.3(a)

Static Attribute Initialization
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TOE Security

Function SFR ID Description

FMT_MSA.3(b) Static Attribute Initialization
FMT_MSA.3(c) Static Attribute Initialization
FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security Roles

Protection of the TSF  |FPT_AMT.1 Abstract Machine Testing
FPT_RPL.1 Replay Detection
FPT_TST.1 TSF Testing

Trusted Path/Channels |FTP_TRP.1 Trusted Path

6.1.1 Security Audit

The TOE generates five types of audit data:

Accounting Logs The Accounting Log records the following data abasgr sessions:

e Last name

* First name

e UserlID

e Tunnel type

« Session start date

» Session end date

* Number of packets transferred
* Number of bytes transferred

Security Log The Security Log records data about both successfdlfailed system and user security
events. The audited events include:

* Authentication and authorization events

e Tunnel or administration requests

« Encryption and decryption, authentication, or coesgion
* Hours of access

* Number of session violations

* Communications with servers

 LDAP

« RADIUS

Configuration Log The Configuration Log records data about configarathanges, including the addition,
modification, or deletion of:

e Group or user profiles

e Local Area Network (LAN or Wide Area Network (WANDterfaces
« Filters

« System access hours

« Shutdown or startup policies

» File maintenance or backup policies
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System Log The System Log records data about System eventhwine considered significant enough
to be written to disk, including those displayedtie Configuration and Security logs.
Examples of events that would appear in the Systgrmclude:

e LDAP activity
« Configuration activity
< Server authentication and authorization requests

The following list gives the general format of SystLog entries:

e Time stamp

e Task that issued the event (“tEvtLgMgr”, “tObjMgrtHttpdTask”)

« A number that indicates the Central Processing ({lBRU) that issued the event
(0" = “CPU(0)", “1" = “CPU(1)")

« Software module that issued the event

* A number that indicates the event's persistencé €0'non-persistent”, “1” =
“persistent”)

* A number that indicates the event’'s severity lg/@! = “Debug”, “1” = “Low”,
“2" = “Medium”, “3" = “High”)

« Rule section matched by this event

e Matching packet source, destination, protocol, aution configured for the
matched rule

Event Log The Event Log records detailed data about all esvérdt take place on the system. These
entries are not necessarily written to disk (ahwie System Log). The Event Log records
data about all system activity in-memory, but otilg significant entries are saved in the
System Logi¢e., on disk).

The Event Log includes information on tunneling;isity, backups, debugging, hardware,
security, daemon processes, software drivers fattercard driver events, and other system
components and event types.

The Event Log retains the most recent 2000 logemntrOnce this maximum capacity has
been reached the Event Log overwrites the oldesf ihen a new entry needs to be made.

TOE administrators interact with the TOE through thanagement GUI [or CLI], but unprivileged TOE rgsare
restricted to establishing VPN sessions with theeTvia the Nortel VPN Client. All of the user act® (detailed
above) performed through either of these interfazesrecorded in the appropriate audit log. Thé&ToDeates an
audit record when a TOE user causes any of theteveriTable 4 - Auditable Events” to occur. Audécords
generated in the Nortel VPN Router are stored lpcas flat files on internal storage with no direEOE

administrator access.

Since audit functionality is critical to the secwperation of the TOE, both internal and exterredkups of the
audit logs are supported. Automatic backup antlidrg of the logs ensures that the logs are alvaelable.
External storage backup of audit records occursideitof the TOE and it is the administrator’s respbility to

specify an external backup server.

TOE administrators may view audit records via a aggement GUI display (in a manner suitable for human
consumption and understanding). This display ietuthe date and time of the event; the type afitetiee subject
identity; the outcome (success or failure) of thierg; and the identity of the user responsibletfier event. TOE
users can read audit records only through the T@#aagement GUI, and only after being authenticédedn
appropriately privileged role. TOE users are n@reen write access to the audit records.

TOE Security Functional Requirements SatisfiedFAU_GEN.1, FAU_SAR.1.
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6.1.2 Cryptographic Support
The TOE's cryptographic functionality is provideg & FIPS 140-2-validated cryptographic module. Aidules

have received either a Level 1 or Level 2 FIPS 24@&lidation. Table 8 below indicates the modwdesl the
validation levels achieved.

Table 8 - FIPS Validated Modules

Validation Modules

VPN Router 1750, 2700, 2750 and 5000 with Hardware Accelerator

Hardware modules FIPS

140-2 validated at level 2 VPN Router 1750, 2700, 2750 and 5000 with VPN Router Security Accelerator

Nortel VPN Router 600, 1750, 2700, 2750 and 5000

Hardware modules FIPS

140-2 validated at level 1 Nortel VPN Router 1010, 1050 and 1100

Software  module being
validated at level 1 of FIPS|VPN Client Software
140-2:

The TOE's cryptographic module implements andae#ithe following FIPS-validated cryptographic aitons:

Table 9 - FIPS-Validated Cryptographic Algorithms

Algorithm Key Size(s) (bits) Validated Against FIPS Certificate #
3DES 168 FIPS 46-3 641, 642, 644
AES 128, 256 FIPS 197 718, 719, 721
RSA® 1024, 2048 FIPS 186-2 338, 339
SHA-1 N/A FIPS 180-2 738, 739, 740

HMAC-SHA-1 160 FIPS 198° 387, 388, 389

The TOE generates RSA keys for signature generatidrverification. During the key generation psxeall weak
keys are discarded. The resultant strong RSA lkagsused to perform key agreement and authenticétio
accordance with the Diffie-Hellman and IKE protazol

The TOE performs encryption and decryption using 3DES and AES algorithms. The TOE implements the
HMAC-SHA-1 algorithm in order to perform data origauthentication and data integrity checks upomryged
packets entering the TOE. The TOE implements SHégbrithm in order to perform data integrity cheakpon
encrypted packets entering the TOE.

® Via the RSA BSAFE library.
® FIPS 198 is equivalent to RFC 2104.
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The TOE destroys keys when they are no longer medye“zeroizing” them. Zeroization is performed by
overwriting the memory location containing the kevyith zeros before marking the memory location e free
for reuse. This ensures that the keys are contpldestroyed before any other process might hagesacto that
memory location.

TOE Security Functional Requirements Satisfied: FCS_CKM.1(a), FCS_CKM.1(b), FCS_CKM.4,
FCS_COP.1(a), FCS_COP.1(b)., FCS_COP.1(d), FCS_Te)P.

6.1.3 User Data Protection

The TOE enforces access controls on each admitoistiad user of the TOE based on the privileged bglthat
user.

Access Control SFP:The TOE enforces the Access Control SFP on admaiss by assigning privileges to
administrators. The TOE configuration parametexs only be modified by those administrative usentpd
permission to do so by the Primary Admin. Admirgigdrs (specifically Restricted Admins) have arnietdd level
of access based on the permissions granted to blyetime Primary Admin. Details of these privilegeéls can be
found in Section 2.3.2.5. All administrators mhstauthenticated before access is granted. TheBriAdmin has
access to all administrative functions after susftdly being identified and authenticated to theE.O

VPN Information Flow Control SFP: The TOE enforces the VPN Information Flow ContréiPSby allowing

connections only from VPN Clients who authentidatéhe remote Nortel VPN Router (via the Nortel VENent)

with either a username/password combination oadaital certificate. The VPN Information Flow ftool SFP is
also enforced based on user identity and authéiaticzredentials. The VPN Information Flow Conti®FP

enforces session tunnel filtering based on a pacgaitocol ID, direction, source and destinationaldRiresses,
source and destination ports, and service.

The TSF enforces the VPN Information Flow ContrBPSon user data in order to protect sent or redeiata from
modification, deletion, insertion, or replay. Thalse TSF can determine if the data has been neddifieleted,
inserted, or replayed via the VPN Information FlGantrol SFP.

The connection attributes configured in the NoxEIN Router enable the remote user to create a kuntoethe
Nortel VPN Router. The actual connection to thetBloVPN Router is a tunnel that is started frora tbmote
user’s PC, through the public network, and endh@aiNortel VPN Router on the private network. Nwmtel VPN
Router associates all remote users with a groughwtiictates the attributes (and privileges) thatassigned to a
remote user session.

The VPN Information Flow Control SFP enforces tR&é&c protocol for establishing a VPN. The VPN isesthat
is established by remote users creates a trustadhoaications path between the remote user and @t. TThis
communications path is logically distinct from atlpaths due to the cryptography that is used toypnthe trusted
session.

The TOE supports “split-tunneling,” which assignsidque IP address to an established IPSec tunméth is

different than (and is held simultaneously with¢ til? address assigned to the host machine whiablssted the
tunnel. During split-tunneling, any packet sewinfrthe host machine to the public network must fessés source
address the IP address assigned to the tunnel. pAciket sent to the public network with the ho#?saddress (or
any other address) as the source address is dropped example, a user’'s host might have an IP exddof
192.168.21.3. This user might then establish &etPconnection with a host on the public networkis IPSec
tunnel might be assigned a tunnel IP address of1922192.192. In this case, any packets that attémpass
outward through the tunnel with a source IP addofésk92.168.21.3 (or any address other than 1921922192)
are dropped.

Firewall Information Flow Control SFP: The TOE enforces the Firewall Information Flow GohtSFP by
allowing connections only from hosts on either safea Nortel VPN Router. The Firewall Informatidtiow
Control SFP is also enforced on packets based @ngburce and destination interface, source astirdggion IP
addresses, source and destination ports, direammhservice.
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The TOE’s Firewall examines both incoming and oirtggackets and compares them to a security polityhe
packet sequence numbers indicate a repeated paekdOE drops the packets as an identified repttack.

VPN Information Flow Control SFP and Firewall Infor mation Flow Control SFP: Both SFPs enforce a
stateful Firewall. Each time a TCP connectiongtblished from a host on the internal network twat on the
external network through the Nortel VPN Routerpimfiation about the connection is recorded in @&ihsession
flow table. The state table contains the sourcé destination addresses and port number(s) for &R
connection associated with that particular hoshisTnformation creates a connection object in Kuwatel VPN
Router. Inbound packets are compared againstosefisivs in the connection table and are permittedugh the
Nortel VPN Router only if an appropriate connectadready exists to validate their passage. Thimeotion object
is terminated when the session is finished.

Both SFPs enforce Network Address Translation (NAInctionality which helps to provide transpareatiting

between private IP address spaces. NAT allowsdyimamic connection of multiple private networks siecure
tunnels without requiring any address space regardtion. The NAT policy is configured by admimgbrs either
via the GUI or the CLI. The NAT policy in the TOE associated with a security property and a sicpolicy.

The security property defines the type of serviffered (including the service name, the protocoCPT UDP,
ICMP), and the port number (or range) on which $kevice occurs). The security policy is a setdés that
specifies which service is allowed or denied.

Within the Nortel VPN Router, the source address q@iacket is translated after the packet has guoeigh the
Nortel VPN Router if a matching source NAT ruldasind. A NAT policy consists of one or more NATles. A
NAT rule describes the translation action to tated particular source, destination, or serviceATNs applied to
routed traffic passing through the TOE's physiaakifaces using separate NAT policies. The NATigyols
retrieved from the LDAP database after systemalidtition and packets are processed accordingetdl&T policy
rules.

TOE Security Functional Requirements Satisfied:FDP_ACC.2, FDP_ACF.1, FDP_IFC.2(a), FDP_IFC.2(b),
FDP_IFF.1(a), FDP_IFF.1(b), FDP_UCT.1, FDP_UIT.1.

6.1.4 Identification and Authentication

Users of the TOE can access it in three ways:hga\ortel VPN Client, the CLI, or the GUI. Users @rocessed
and authorized by the TOE’s identification and autitation mechanism whenever they access any esfeth
interfaces. TOE users can authenticate to theabdlthe management GUI by providing a valid usemamnd its
corresponding password. TOE users can authentiwae Nortel VPN Client by providing either a idalisername
and its corresponding password or a valid digieatificate! Cryptographic functions relevant to the use gijtel
certificates are discussed in Section 6.1.2. Rdddentification and authentication of a user tia Nortel VPN
Client, TOE users are given the opportunity to cgoone of these authentication methods. Thisraétiboosing
an authentication method) can not be used by ankat to disrupt the proper functioning of the TOE.

The TOE stores a username, a hashed passwordjyerolés associated with the user, for each TOEinseder to
enable authentication via username/password. Aissithenticated when the hash of the passwaidhifis been
entered matches the stored hashed password. THreaose/password authentication mechanism is thg onl
implemented probabilistic security mechanism. Ha €C mode of operation, the minimum required passw
length for users is eight characters (with a pdssibharacter set of at least 94 characters), winiebts the Strength
of Function (SOF) claim of SOF-basic.

TOE Security Functional Requirements SatisfiedFIA_UAU.1, FIA_UAU.5, FIA_UID.2.

" See Footnote 3 for more information.
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6.1.5 Security Management

The TOE maintains three roles, the Primary Adntie, Restricted Admin, and the VPN User. The Prin#saynin
has full access to the TOE. The Restricted Adnhiage only the permissions granted to them by thedy
Admin. Permissions granted to the Restricted Adhyirthe Primary Admin may include access to admiaiste
functions. The VPN User has no access to admatigér functions and may only authenticate to thet®lo/PN
Router through the Nortel VPN Client in order t@@ss the private network.

These roles determine a user’s level of acces®darisy management functions provided by the TOEhese
security management functions include managemeatl @udit and event records, management of acoassol,
and management of VPN and firewall functions. Easér assumes one role from the available roles.

Administrators manage TOE security functionalitydarhange, query, modify, or delete security attébwia the
management GUI. All requests for services frorhezithe management GUI or the Nortel VPN Clientzassed
to the Nortel VPN Router, which mediates accesgrobito those functions. The Nortel VPN Router mskhe
access control decision by comparing the user&saat the privilege requirement for the type ofuexy made.

As described in the Security Functional Policiesnagement and modification of secure values arteiatesl to
ensure that only secure values are accepted farigeattributes and that the default values usedrfitialization of
the security attributes are not altered.

TOE Security Functional Requirements Satisfied: FMT_MOF.1(a), FMT_MOF.1(b), FMT_MSA.1(a),
FMT_MSA.1(b), FMT_MSA.1(c), FMT_MSA.2, FMT_MSA.3(a FMT_MSA.3(b), FMT_MSA.3(c),
FMT_SMF.1, FMT_SMR.1.

6.1.6 Protection of the TOE Security Functions

The TOE’s FIPS 140-2 validated cryptographic moduik offer its services only after all power-uplfstests (at

power-up) and all conditional self-tests (when ticeaof an IPSec tunnel is requested) have paskéukse self-

tests do not pass then the TOE enters an errer atak logs the failure. All error states can lea@d by restarting
the module. If the self-tests do pass, then ardR8nnel is established, thus activating all & HRSec security
features. The TOE runs continuous checks on t8edRunnel to detect replay attacks. If a repttach is detected
then the associated packets are immediately dropped

The TOE performs the following Start-Up and Coratitl Self-Tests in order to ensure the secure aopep
operation of the TSF:

6.1.6.1 Power-Up Self-Tests

FIPS 140-2 validated power-up self-tests are execatitomatically when the module is started. Tiaet&)p Self-
Tests performed by the TOE are described below:

» Software Integrity Check: Verifies the integrity of the software binariestbé module using an HMAC-
SHA-1 keyed hash.

» AES Known Answer Test (KAT): Verifies the correct operation of the AES algaritimplementation.

» 3DES KAT: Verifies the correct operation of the Triple-DH§aithm implementation.

e SHA-1 KAT: Verifies the correct operation of the SHA-1 alfom implementation.

« HMAC-SHA-1 KAT: Verifies the correct operation of the HMAC-SHA{g@rithm implementation.

e FIPS 186-2 Random Number Generator (RNG) KAT:Verifies the correct operation of the FIPS 186-2
RNG implementation.

» Alternating Bypass Mode Test:Verifies the integrity of the module’s bypass daifity (hard-coded in the
filter driver).
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6.1.6.2 Conditional Self-Tests

FIPS 140-2 validated conditional self-tests arecatexd automatically when certain criteria or evesgsur. The
TOE performs three conditional self-tests: a pasenconsistency test each time the an RSA pubNafe key is
generated, a continuous random number generatogdeh time the module produces random data, audtware
load test for upgrades. The Conditional Self-Tpstsormed by the TOE are described below.

» FIPS 186-2 Continuous RNGVerifies that the Approved RNG is not failing te¢anstant value.
0 Runs when a random number needs to be generated.
» Continuous RNG for Entropy Gathering: Verifies that the seed for the FIPS 182-2 PRNG@Goisfailing to
a constant value.
0 Runs when a seed for the RNG needs to be generated.
» Pair-wise Consistency Test for RSA Key GenerationVerifies that a newly generated RSA public/private
keypair works properly.
0 Runs when an RSA public/private keypair is generate
» Software Load Test: Verifies the authenticity and integrity of new twadre binaries which are to be
installed on the module.
o0 Runs when a new software image is loaded onto thdtuta.

TOE Security Functional Requirements SatisfiedFPT_AMT.1, FPT_RPL.1, FPT_TST.1.

6.1.7 Trusted Path/Channels

Connections from the Nortel VPN Client to the NbM®N Router are initiated by the VPN users. IPBaequired
to ensure that the communication is via trusteth.p&ecause of this, trusted path connections twemponents
of the TOE are logically distinct, and secure.

TOE Security Functional Requirements SatisfiedFTP_TRP.1.

6.2 TOE Security Assurance Measures

EAL 4 augmented with ALC_FLR.2 was chosen to prevadbasic level of independently assured securityis
section of the ST maps the assurance requireménte o OE for a CC EAL 4+ (augmented with ALC_FLR.2
level of assurance to the assurance measures arstek fdevelopment and maintenance of the TOE. fdallewing
table provides a mapping of the appropriate doctatieom to the TOE assurance requirements.

Table 10 - Assurance Measures Mapping to TOE Securi  ty Assurance Requirements (SARS)

Assurance

Assurance Measure
Component

ACM_AUT.1 |Nortel Networks Virtual Private Network Router v7.05 Configuration Management

ACM_CAP.4 | Nortel Networks Virtual Private Network Router v7.05 Configuration Management

ACM_SCP.2 | Nortel Networks Virtual Private Network Router v7.05 Configuration Management

ADO_DEL.2 |Nortel Networks Virtual Private Network Router v7.05 Secure Delivery

ADO_IGS.1 | Nortel Virtual Private Network Router v7.05 Installation Guidance

ADV_FSP.2 | Nortel Networks Virtual Private Network Router v7.05 Functional Specification

ADV_HLD.2 |Nortel Networks Virtual Private Network Router v7.05 TOE Architecture: High
Level Design, Low Level Design, and Representation Correspondence

ADV_IMP.1 Nortel Networks Virtual Private Network Router v7.05 - Implementation
Representation

ADV_LLD.1 |Nortel Networks Virtual Private Network Router v7.05 TOE Architecture: High
Level Design, Low Level Design, and Representation Correspondence
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Assurance

Assurance Measure
Component

ADV_RCR.1 |Nortel Networks Virtual Private Network Router v7.05 TOE Architecture: High
Level Design, Low Level Design, and Representation Correspondence

ADV_SPM.1 | Nortel Networks Virtual Private Network Router v7.05 Informal Security Policy
Model

AGD_ADM.1 |Nortel Networks Virtual Private Network Router v7.05 Supplement Guide

AGD_USR.1 |Nortel Networks Virtual Private Network Router v7.05 Supplement Guide

ALC_DVS.1 |Nortel Networks Virtual Private Network Router v7.05 Life Cycle Support

ALC_FLR.28 Nortel Networks Virtual Private Network Router v7.05 Life Cycle Support

ALC_LCD.1 |Nortel Networks Virtual Private Network Router v7.05 Life Cycle Support

ALC_TAT.1 Nortel Networks Virtual Private Network Router v7.05 Life Cycle Support

ATE_COV.2 |Nortel Networks Virtual Private Network Router v7.05 Functional, Coverage, and
Depth Analysis

ATE_DPT.1 Nortel Networks Virtual Private Network Router v7.05 Functional, Coverage, and
Depth Analysis

ATE_FUN.1 |Nortel Networks Virtual Private Network Router v7.05 Functional, Coverage, and
Depth Analysis

ATE_IND.2 [Performed by testing laboratory]

AVA_MSU.2 | Nortel Networks Virtual Private Network Router v7.05 - Misuse

AVA_SOF.1 |Nortel Networks Virtual Private Network Router v7.05 Vulnerability Analysis

AVA VLA.2 | Nortel Networks Virtual Private Network Router v7.05 Vulnerability Analysis

8 Augmentation to EAL 4+ assurance level.
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7 Protection Profile Claims

This section provides the identification and jus#fion for any Protection Profile conformance klai

7.1 Protection Profile Reference

There are no protection profile claims for thisig#ty target.
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8 Rationale

This section provides the rationale for the setectdf the security requirements, objectives, assiomp, and
threats. In particular, it shows that the secur@yuirements are suitable to meet the securitgatives, which in
turn are shown to be suitable to cover all aspafctise TOE security environment.

8.1 Security Objectives Rationale

This section provides a rationale for the existesfceach assumption, threat, and policy statenferttdompose the
Security Target. Table 11 demonstrates the mapipétgyeen the assumptions, threats, and policdsetedcurity
objectives is complete. The following discussiaovides detailed evidence of coverage for eachnagsan,
threat, and policy.

Table 11 - Relationship of Security Threats to Obje  ctives

Environmental Objectives
IT Non-IT

TOE Objectives

O.SELFPROTECT
ANO.FUNCTIONS
OE.CERTIFICATE

T.UNDETECT
T.AUTH-ERROR
T.DATA-MOD
T.HACK-CRYPTO
T.HACK

TE.PHYSICAL v

ANl OE. TRAINED

ANANANANENO.TEST

TE.AUDIT_FAILURE v

TOE
Environment

TE.BAD_CERT v v

A.TRAINED-ADMIN v
A.TIMESTAMPS v
A.PHYSICAL v
A.CERTIFICATE v
A.INSTALL v
A.ACCESS v
A.DOMSEP v

%
c
(]
=
o
<
S
73
%)
<

T.UNDETECT An attacker may gain undetected access wk to missing, weak, and/or incorrectly
implemented access controls for the restricted fieor TSF Data in order to cause violations
of integrity, confidentiality, or availability of t he information protected by and flowing
through the TOE.

The TOE identifies and authenticates users priocallmwving access to TOE functions and data
(O.I&A). The TOE records audit records for datacesses and use of the System functions
(O.AUDIT). The TOE provides functionality that drl@s only authorized user to establish VPN
sessions with the TOE using IPSec protocol (O.FUNENS). The TOE provides functionality
that enables testing of its correct functioning amdgrity (O.TEST).

O.1&A, O.AUDIT, O.FUNCTIONS, and O.TEST combinedseme that this threat is removed.
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T.AUTH-ERROR An authorized user may accidentally ater the configuration of a policy that permits

or denies information flow through the TOE, thereby affecting the integrity of the
transmitted information.

The TOE provide facilities to enable an authoriaglininistrator to effectively manage the TOE
and its security function, and ensures that onth@ized administrators are able to access such
functionality (O.ADMIN). The TOE provides functiality that enables testing of its correct
functioning and integrity (O.TEST). Those respbfesifor the TOE train TOE users to establish
and maintain sound security policies and practi€&s TRAINED).

O.ADMIN, O.TEST, and OE.TRAINED combined ensurettthgs threat is removed.

T.DATA-MOD An attacker may intercept and alter the data transmitted between the Nortel VPN Client

and the Nortel VPN Router, and/or between two NorteVPN Routers, in order to deceive the
intended recipient.

The TOE protects itself from unauthorized modificas and access to its functions and data
(O.SELFPROTECT). The TOE uses IPSec tunnelingopmtto ensure confidentiality and
integrity of data transmitted between the NortelNVlient and the Nortel VPN Router, and/or
between two Nortel VPN Routers (O.CONFIDENT & O.IEGRITY). The TOE provides
functionality that enables testing of its correahdtioning and integrity (O.TEST). The TOE
provides functionality that enables detection g@iag attack and thus take action is a replay attack
is detected (O.REPLAY).

O.SELFPROTECT, O.CONFIDENT, O.INTEGRITY, O.TEST, darO.REPLAY combined
ensure that this threat is removed.

T. HACK-CRYPTO An attacker may successfully intercept and decrypt, then recover and modify the

T.HACK

encrypted data that is in transit between the NorteVPN Router and VPN Client, and/or
between two Nortel VPN Routers.

The TOE protects itself from unauthorized modificas and access to its functions and data
(O.SELFPROTECT). The TOE uses IPSec tunnelingopmtto ensure confidentiality and
integrity of data transmitted between the NortelNVElient and the Nortel VPN Router, and/or
between two Nortel VPN Routers (O.CONFIDENT & O.IEGRITY). The TOE provides
functionality that enables testing of its correghdtioning and integrity (O.TEST). The TOE
provides functionality that enables detection gliag attack and thus take action is a replay attack
is detected (O.REPLAY).

O.SELFPROTECT, O.CONFIDENT, O.INTEGRITY, O.TEST,REPLAY combined ensure
that this threat is removed.

An attacker may use malformed IP packets orsimilar attack methods against the TSF or
user data protected by the TOE in order to corruptnormal operation.

The TOE protects itself from unauthorized modificas and access to its functions and data
(O.SELFPROTECT). The TOE filters all incoming amatgoing packets that pass through it, and
accepts or rejects transmissions based on theibbués (O.FILTER). The environment ensures
that the required certificate infrastructure isvided so that the validity of certificates can be
verified. The TOE provides functionality that etexb testing of its correct functioning and
integrity (O.TEST). The TOE provides functionalityat enables detection of replay attack and
thus take action is a replay attack is detecte@REPLAY). The Environment also ensures that
the chosen infrastructure is maintained so thdtficattes have their state accurately provided to
the TOE (OE.CERTIFICATE).

O.SELFPROTECT, O.FILTER, O.TEST, O.REPLAY, and OERTIFICATE combined ensure
that this threat is removed.
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TE.PHYSICAL An attacker may physically attack the Hardware appliance in order to compromise its
secure operation.

The environment ensures that the TOE is physigatiyected so that only TOE users who possess
the appropriate privileges have access (OE.PHYS}YSEC

OE.PHYS-SEC ensures that this threat is removed.

TE.AUDIT_FAILURE An attacker may conduct an undetected attack on the information protected by the
TOE as a result of unreliable time stamps used byhe audit mechanism, which may result in
failure to prevent further attacks using the same rethod.

The environment ensures that reliable timestampspaovided for the time-stamping of audit
events (OE.TIME).

OE.TIME ensures that this threat is removed.

TE.BAD_CERT An attacker may successfully authenticte to the VPN Router using a revoked, expired or
untrusted certificate in order to gain access to iformation residing on the private network.

The environment ensures that the required certificdrastructure is provided so that the validity
of certificates can be verified. The Environmel#oaensures that the chosen infrastructure is
maintained so that certificates have their statecurmtely provided to the TOE
(OE.CERTIFICATE). The TOE provides functionalithat enables only authorized user to
establish VPN sessions with the TOE using IPSetopod (O.FUNCTIONS).

OE.CERTIFICATE and O.FUNCTIONS ensure that thig#tris removed.

A.TRAINED-ADMIN It is Assumed that administrators w ill be trained in the secure use of the TOE and
will follow the policies and procedures defined inthe TOE documentation for secure
administration of the TOE. Administrators are assumed to be non-hostile.

Those responsible for the TOE ensure that the T&dtsuare trained to establish and maintain
sound security policies and practices (OE.TRAINED).

OE.TRAINED satisfies this assumption.

A.TIMESTAMPS It is assumed that the TOE relies on he operating environment of TOE which
provides the accurate clock time to maintain an aagate time stamp for audit events.
Administrators are responsible for the maintenanceof a reliable time source to provide
accurate time for use with audit operations.

The environment ensures that reliable timestampspaovided for the time-stamping of audit
events (OE.TIME).

OE.TIME satisfies this assumption.

A.PHYSICAL It is assumed that the TOE may be suscdjble to physical attacks by an attacker. It is
assumed that the TOE will be housed within a physadly secure environment in order to
mitigate this risk.

The environment ensures that the TOE is physigatiyected so that only TOE users who possess
the appropriate privileges have access (OE.PHYS}SEC

OE.PHYS-SEC satisfies this assumption.

A.CERTIFICATE It is assumed that the environment will provide the necessary infrastructure to
ensure that certificates can be validated when ditl certificates are used for authentication.
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A.INSTALL

A.ACCESS

A.DOMSEP

This may mean the environment provides a connectioto a trusted Certificate Authority, or
that the required certificates are otherwise availale to the TOE. It is assumed that the
appropriate infrastructure is properly maintained in order to ensure the accuracy and
security of the certificates €.g., certificates are revoked in a timely manner).

The environment ensures that the required certificdrastructure is provided so that the validity
of certificates can be verified. The Environmel#oaensures that the chosen infrastructure is
maintained so that certificates have their statecumately provided to the TOE
(OE.CERTIFICATE).

OE.CERTIFICATE satisfies this assumption.

It is assumed that the TOE is delivered,installed, and setup in accordance with documented
delivery and installation/setup procedures.

Those responsible for the TOE ensure that it i$veedd, installed, managed, and operated in
accordance with documented delivery and instaltéetup procedures (OE.DELIVERY).

OE.DELIVERY satisfies this assumption.

It is assumed that the TOE has access tdl ¢he IT System data it needs to perform its
functions.

Those responsible for the TOE ensure that it i$veedd, installed, managed, and operated in
accordance with documented delivery and instaliéietup procedures (OE.DELIVERY).

OE.DELIVERY satisfies this assumption.

It is assumed that the IT environment willmaintain a security domain for the Nortel VPN
software that protects it from interference and tanpering by untrusted subjects.

The environment ensures that a security domaith®Nortel VPN Client software that protects it
from interference and tampering by untrusted subjscmaintained (OE.DOMSEP).

OE.DOMSEP satisfies this assumption.

8.2 Security Functional Requirements Rationale

The following discussion provides detailed evideateoverage for each security objective.
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Table 12 - Relationship of Security Requirements to Objectives

Obijectives

O.SELFPROTECT
O.CONFIDENT
O.FUNCTIONS
O.ADMIN
O.INTEGRITY
O.REPLAY
O.FILTER
OE.TIME
OE.PROTECT
OE.NONBYPASS

Requirements

FAU_GEN.1
FAU_SAR.1
FCS_CKM.1(a)
FCS.CKM.4
FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(d)
FCS_COP.1(e)
FCS_CKM.1(b)
FDP_ACC.2
FDP_ACF.1
FDP_IFC.2(a)
FDP_IFC.2(b)
FDP_IFF.1(a)
FDP_IFF.1(b)
FDP_UCT.1
FDP_UIT.1
FIA_UAU.1
FIA_UAU.5
FIA_UID.2
FMT_MOF.1(a)
FMT_MOF.1(b)
FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.2
FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_SMF.1
FMT_SMR.1

NIl O.AUDIT
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O.1&A

O.AUDIT

Objectives

O.AUDIT
O.SELFPROTECT
O.CONFIDENT
O.FUNCTIONS
O.ADMIN
O.INTEGRITY
O.REPLAY
O.FILTER
OE.TIME
OE.PROTECT
OE.NONBYPASS

Requirements

FPT_AMT.1
FPT_RLT.1
FPT_TST.1
FTP_TRP.1
FPT_RVM.1
FPT_SEP.1
FPT_STM.1

The TOE must be able to identify and authentcate users prior to allowing access to TOE
functions and data.

The TOE is required to enforce the Access Contf $n subject and object by only allowing
operations permitted by the Access Control SFP [FBIEC.2]. Prior to allowing an operation of
subjects performed on an object, the TOE is reduioecheck the authentication status and the
privilege of the subject. Upon authentication, T2E is required to provide

= The Primary Admin access to all the administratiuections.

= The Restricted Admin access to only authorized athtnative functions while denying
access to non authorized functions.

= The VPN User access to only the private networkeated by the VPN while denying
access to the administrative functions of the VPFNFP_ACF.1].

The TOE is required to allow to the user accessety limited functions prior to successfully
authenticating and identifying themselves. Priatcessing the functions of the TOE, users are
required to successfully identify and authentidatmselves. The TOE is required to provide to
users the following authentication mechanisms: neme and password, RSA digital certificates.
[FIA_UAU.1, FIA_UAU.5, and FIA_UID.2].

The TOE must record audit records for data accesses and use of the System functions.

Security-relevant events must be defined and auidittor the TOE and all audit records will be

associated with a user identity [FAU_GEN.1]. Th@®H must provide the ability to review the

audit trail of the System [FAU_SAR.1]. Time stamgssociated with an audit record must be
reliable [FPT_STM.1].

O.SELFPROTECT The TOE must protect itself from unauhorized modifications and access to its

functions and data.

The TOE is required to use the specified algoritim$etter protect itself. The RSA suite of
algorithms and the Diffie-Hellman algorithm usedthg TOE for cryptographic operations must
be implemented according to RFC 3447 for RSA an@ RB31 for Diffie-Hellman. The TOE is
required to destroy unused keys by zeroizing thé&wor. encryption and decryption operations, the
TOE is required to use the 3DES and AES algorithntsthey must be implemented according to
FIPS 46-3 for 3DES and FIPS 197 for AES. For antibation, the TOE is required to use
HMAC-SHA-1 and it must be implemented accordingRIeC 2104. For hashing, the TOE is
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required to use SHA-1 and it must be implementecbrating toRFC 3174 [FCS_CKM.1(a),
FCS_CKM.4, and FCS_COP.1(a,b,c,d,e,f].

O.CONFIDENT The TOE must use the IPSec tunneling pstocol to ensure confidentiality of data transmittel

between the Nortel VPN Client and the Nortel VPN Raoter, and/or between two Nortel VPN
Routers.

The TOE is required to use the specified tunnegtirggocol to better protect the confidentiality of
the data transmitted between its different parthe RSA suite of algorithms and the Diffie-
Hellman algorithm used by the TOE for cryptograpdyerations must be implemented according
to RFC 3447 for RSA and RFC 2631 for Diffie-Hellmaiihe TOE is required to destroy unused
keys by zeroizing them. For encryption and dedoypbperations, the TOE is required to use the
3DES and AES algorithms and they must be implengeateording to FIPS 46-3 for 3DES and
FIPS 197 for AES. For authentication, the TOEeiguired to use HMAC-SHA-1 and it must be
implemented according ®&C 2104. For hashing, the TOE is required to use SHA-1 iaintuist

be implemented according toRFC 3174 [FCS_CKM.1(a), FCS CKM.4, and
FCS_COP.1(a,b,d,c,e,N].

All the operations between the different partshef TOE must be scrutinized by the TOE against
the VPN information flow control SFP and the Firdwiaformation flow control SFP using
specific security attributes. During this taske tROE is required to make use of its Firewall,
NAT, and IPSec tunneling protocol implementatiorBP_IFC.2(a), FDP_IFF.1(a), FDP_UCT.1,
and FDP_UIT.1].

O.FUNCTIONS The TOE must provide functionality that enables only authorized user to establish VPN

O.ADMIN

sessions with the TOE using IPSec protocol.

Using the Access Control SFP, the TSF is requiceprdvide the ability to restrict managing the
behavior, and modifying the security attributedwfctions of the TOE to authorized users of the
TOE [FMT_MOF.1(a,b)]. The TOE is required to omlgcept secure values for security attributes
[FMT_MSA.2]. The TOE SFPs are required to providsstrictive default values and to
alternatively provide authorized users the abil@yoverride default values for security attributes
that are used to enforce the SFP [FMT_MSA.3(a,b,c)]

The TSF is required to perform security managerfiamttions such as create log-ins and assign
roles to user log-in IDs [FMT_SMF.1]. The TOE must able to recognize the different
administrative and user roles that exist for theET[EMT_SMR.1].

The TSF is required to provide a logically distiaectd protected communication path for secure
VPN communication with remote users [FTP_TRP.1].

The TOE will provide facilities to enable an authorized administrator to effectively manage
the TOE and its security function, and will ensurethat only authorized administrators are
able to access such functionality.

The TSF is required to provide the ability to riestmanaging the behavior, and modifying the
security attributes of functions of the TOE to authed users of the TOE [FMT_MOF.1(a,b)].

The TSF is required to enforce thecess Control SFP to restrict the ability tanodify the security
attributes to authorized administrators [FMT_MSA&,b(c,d,e)].

The TOE is required to only accept secure valuesdourity attributes [FMT_MSA.2]. The TOE
SFPs are required to provide restrictive defauliemand to alternatively provide authorized users
the ability to override default values for securdttributes that are used to enforce the SFP
[FMT_MSA.3(a,b,c)].
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The TSF is required to perform security managenfigmttions such as create users and assign
roles to users [FMT_SMF.1]. The TOE must be ableetognize the different administrative and
user roles that exist for the TOE [FMT_SMR.1].

O.INTEGRITY The TOE must use the IPSec tunneling potocol to ensure integrity of data transmitted

O.REPLAY

O.FILTER

O.TEST

between the Nortel VPN Client and the Nortel VPN Roter, and/or between two Nortel VPN
Routers.

The TSF is required to enforce thaformation flow control SFP on connections and all
operations that cause information to flow to andnfr subjects covered by the SFP
[FDP_IFC.2(a,b)].

The TSF is required to enforce th#ormation flow control SFP based the types of subject and
information security attributes. The TSF is reqdirto permit information flow between a
controlled subject and controlled information viacantrolled operation if the connection is
allowed. The TSF is required to deny an informafiilow based on the packet sequence number
[FDP_IFF.1(a,b)].

The TSF is required to enforce timtormation flow control SFP in order to send or receive objects
in a manner protected from unauthorised disclofti® UCT.1].

The TSF is required to enforce th@ormation flow control SFP in order to send or receive user
data in a manner protected from errors, and torahdme whether an error has occurred
[FDP_UIT.1].

The TOE is required to use the specified tunnefirmfocol to better protect the integrity of the
data transmitted in between its different partshe RSA suite of algorithms and the Diffie-
Hellman algorithm used by the TOE for cryptograpbyerations must be implemented according
to RFC 3447 for RSA and RFC 2631 for Diffie-Hellmahhe TOE is required to destroy unused
keys by zeroizing them. For encryption and degoypbperations, the TOE is required to use the
3DES and AES algorithms and they must be implenadeateording to FIPS 46-3 for 3DES and
FIPS 197 for AES. For authentication, the TOEeiguired to use HMAC-SHA-1 and it must be
implemented according t&FC 2104. For hashing, the TOE is required to use SHA-1 amolist

be implemented according toRFC 3174 [FCS_CKM.1(a), FCS_CKM.4, and
FCS_COP.1(a,b,c,d,e,N].

The TOE must provide functionality that enables detection of replay attack and take
appropriate action if an attack is detected.

The TOE is required to detect replay attacks oabdished IPSec sessions; if a replay attack is
detected, the TOE is TOE is required to drop packemn the attacker [FPT_RLT.1].

The TOE must filter all incoming and outgoing packets that pass through it, and accept or
reject packets based on their attributes.

All operations between the different parts of tH@ETmust be scrutinized by the TOE against the
VPN information flow control SFP and the Firewaifarmation flow control SFP using specific
security attributes. During this task, the TOE aguired to make use of its Firewall, NAT, and
IPSec tunneling protocol implementations [FDP_IK&R), FDP_IFF.1(a,b), FDP_UCT.1, and
FDP_UIT.1].

The TOE must provide functionality that enales testing of its correct functioning and
integrity.

During start-up and periodically during normal agérn, the TOE is required to run a suite of self
tests to demonstrate the correct operation of tB&.TThe TOE is also required to provide
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authorized users with the ability to verify theegtity of TSF Data and TSF executable code
[FPT_AMT.1 and FPT_TST.1].

OE.TIME The environment must provide reliable timesamps for the time-stamping of audit events.
Time stamps associated with an audit record mustlible [FPT_STM.1].

OE.PROTECT The environment must protect the TOE fran interference and tampering by untrusted
subjects.

The IT Environment must protect the TOE from intem&l attacks and unintentional interference
[FPT_SEP.1].

OE.NONBYPASS The environment must ensure that TSP rdorcement functions are invoked and
succeed before each function within the TSC is alleed to proceed.

The IT Environment must ensure that the TOE resereiable time information for time stamps
from the Environment [FPT_RVM.1], and only receivefom an authorized and reliable source
[FPT_STM.1].

8.3 Security Assurance Requirements Rationale

EAL 4+ was chosen to provide a basic level of irmently assured security and thorough investigadiothe
TOE and its development. As such, minimal addélotasks are placed upon the vendor assuming thdove
follows reasonable software engineering practices Gan provide support to the evaluation for desigd testing
efforts. The chosen assurance level is appropnlkethe threats defined for the environment. Wlihe TOE may
operate in a hostile environment, it is expecteberotected by other products and processesragbsip address
threats that correspond with the intended envirantmeAt EAL 4+, the TOE will have incurred an indement
vulnerability analysis to support its introductimo the hostile environment.

The augmentation of ALC_FLR.2 was chosen to giveatgr assurance of the developer's on-going flaw
remediation processes.

8.4 Rationale for Strength of Function
The TOE minimum strength of function is SOF-basite evaluated TOE is intended to operate in corialesnd

DoD low robustness environments processing unéiedsnformation. This security function is cortsist with the
security objectives described in Section 4.

8.5 Dependency Rationale

This ST satisfies all the requirement dependenaigbe CC. Table 13 lists each requirement to Wwhiee TOE
claims conformance with a dependency and indicathsether the dependent requirement was included. As
indicated by the table, all dependencies have besn

Table 13 - Functional Requirements Dependencies

SFR ID Dependencies Dependency Met

FAU_GEN.1 FPT_STM.1 v
NN \=8N FAU GEN.1 v
FCS_COP.1
FCS_CKM.1(a) RAEEUU v
FMT_MSA.2
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SFR ID Dependencies Dependency Met
FCS_CKM.1(a)
FCS.CKM.4 v
FMT_MSA.2
FCS_CKM.1(a)
ool FCS_CKm4 v
FMT_MSA.2
SplWNeled  FDP_ACF.1 v
FDP_ACC.1°

— v
USRS MT MSA3
FDP_IFC.2 FDP_IFF.1 v
=M= FDP_IFC.1% v
FTP_TRP.1
v
FOR_UCT.L I N o
FDP_IFC.1%
FDP_ACC.llQO/
FoP_UIT.1 [ v
FTP_TRP.1
FIA UAU.1 VRV >Nk v
FIA_UAU.5 [none] v
FIA _UID.2 [none] v
FMT_SMF.1
- v
FMT_VOF. 1 Jpive eyt
FDP_ACC.1°/
FDP_IFC.1%
FMT_MSA.1 v
FMT_SMF.1
FMT_SMR.1
ADV_SPM.1
FDP_ACC.1°/
EMT_MSA.2 ==l v
FMT_MSA.1
FMT_SMR.1
FMT_MSA.1
- v
FMT_MSAS | IoYs VN
FMT_SMF.1 [none] v
FMT_SMR.1 VNVl v
FPT_AMT.1 [none] v
FPT_RPL.1 [none] v

° Met by hierarchical SFR: FDP_ACC.2
19 Met by hierarchical SFR: FDP_IFC.2
™ Met by hierarchical SFR: FIA_UID.2
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SFR ID Dependencies Dependency Met
FPT_TST.1 FPT_AMT.1 v
FTP_TRP.1 [none] v

8.6 TOE Summary Specification Rationale

8.6.1 TOE Summary Specification Rationale for the S ecurity Functional
Requirements

Each subsection in the TOE Summary Specificatiecii§n 6) describes a security function of the TOEach

description is organized by a set of requiremeritis rationale that indicates how these requiremargssatisfied by
aspects of the corresponding security function.e $at of security functions work together to satiall of the

security functions and assurance requirementsth&umore, all of the security functions are necgssaorder for
the TSF to provide the required security functidgal This section, in conjunction with the TOE Sunary

Specification section, provides evidence that teeusty functions are suitable to fulfill the TOEecarity

requirements. Please see Section 6 - TOE Sumnpagifieation for more details.

Table 14 identifies the relationship between ségugquirements and security functions, showing gilasecurity
requirements are addressed and all security furctise necessary (i.e., they correspond to at teastsecurity
requirement).

The only security mechanism that is realized byr@abilistic or permutational implementation is thassword
mechanism. Refer to Section 8.7 for Strength ofckon.

Table 14 - Mapping of Security Functional Requireme  nts to TOE Security Functions

TOE Security Function SFR

Security Audit FAU_GEN.1
FAU_SAR.1

Cryptographic Support IS e NIEY)
FCS.CKM.4
FCS_COP.1

User Data Protection FDP_ACC.2
FDP_ACF.1
FDP_IFC.2
FDP_IFF.1
FDP_UCT.1
FDP_UIT.1

Identification and FIA_UAU.1
Authentication FIA_UAU.5
FIA_UID.2

Security Management FMT_MOF.1
FMT_MSA.1
FMT_MSA.2
FMT_MSA.3
FMT_SMF.1
FMT_SMR.1

Protection of the TSF FPT_AMT.1
FPT_RPL.1
FPT_TST.1

Trusted Path/Channels FTP_TRP.1
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8.6.2 TOE Summary Specification Rationale for the S ecurity Assurance
Requirements

8.6.2.1 Configuration Management

The Configuration Management documentation provigedescription of tools used to control the configion
items and how they are used by Nortel. The doctatien provides a complete configuration item dietl a unique
reference for each item. Additionally, the configion management system is described includingquhores that
are used by developers to control and track chatfigésre made to the TOE. The documentationdurdietails the
TOE configuration items that are controlled by toafiguration management system.

Corresponding CC Assurance Components:

» Configuration Items

8.6.2.2 Secure Delivery and Operation

The Delivery and Operation documentation providdgscription of the secure delivery procedures émanted by
Nortel to protect against TOE modification duringpguct delivery. The Installation Documentatiomyided by
Nortel details the procedures for installing the EF@nd placing the TOE in a secure state offerirgg $hme
protection properties as the master copy of the TQme Installation Documentation provides guidatwehe
administrator on the TOE configuration parameteis lzow they affect the TSF.

Corresponding CC Assurance Components:

» Delivery Procedures
» Installation, Generation, and Start-Up Procedures

8.6.2.3 Development

The Nortel design documentation consists of sewedated design documents that address the comfzooéthe
TOE at different levels of abstraction. The follogy design documents address the Development Asseira
Requirements:

» The Functional Specification provides a descriptifrthe security functions provided by the TOE and
description of the external interfaces to the TSFhe Functional Specification covers the purposeé an
method of use and a list of effects, exceptiond,emors message for each external TSF interface.

e The High-Level Design provides a top level desigmecsfication that refines the TSF functional
specification into the major constituent parts &gbems) of the TSF. The high-level design idertithe
basic structure of the TSF, the major elementistiag of all interfaces, and the purpose and netbfouse
for each interface.

e The Low-Level Design describes each security supmpmodule in terms of its purpose and interaction
with other modules. It describes the TSF in teahmodules, designating each module as either #ggcur
enforcing or security-supporting. It provides dgogithmic description for each security-enforcimgpdule
detailed enough to represent the TSF implementation

* The Implementation Representation unambiguouslindefthe TSF to a level of detail such that the TSF
can be generated without further design decisidnalso describes the relationships between atiqgres of
the implementation.

e The Security Policy Model provides an informal T8®del and it demonstrates correspondence between
the functional specification and the TSP model ligveing that all of the security functions in theanétional
specification are consistent and complete witheesfo the TSP model. The TSP model describesiths
and characteristics of all policies of the TSP ttat be modeled. The model should include a raliothat
demonstrates that it is consistent and complete rggpect to all policies of the TSP that can beeted.

» The Correspondence Analysis demonstrates the pomdsnce between each of the TSF representations
provided. This mapping is performed to show thecfions traced from the ST description to the High-
Level Design.
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Corresponding CC Assurance Components:

» Functional Specification with Complete Summary
» Security-Enforcing High-Level Design

» Descriptive Low-Level Design

* Implementation of the TSF

» Informal TOE Security Policy Model

» Informal Representation Correspondence

8.6.2.4 Guidance Documentation

The Nortel Guidance documentation provides adnmatist and user guidance on how to securely opéhatd OE.

The Administrator Guidance provides descriptionshef security functions provided by the TOE. Aduiglly, it
provides detailed accurate information on how tmiadster the TOE in a secure manner and how tacediey use

the TSF privileges and protective functions. TheiGuidance provided directs users on how to tpéne TOE

in a secure manner. Additionally, User Guidangalars the user-visible security functions and hbey are to be
used and explains the user’s role in maintainirgTWE’s Security. Nortel provides single versiofiglocuments
which address the administrator Guidance and UseiddBce; there are no separate guidance documents
specifically for non-administrator users of the TOE

Corresponding CC Assurance Components:

» Administrator Guidance
» User Guidance

8.6.2.5 Life Cycle Support Documents

The Life Cycle Support documentation describeshallphysical, procedural, personnel, and otherrggaueasures
that are necessary to protect the confidentialitgd @ntegrity of the TOE design and implementation itis
development environment. It provides evidence these security measures are followed during tiveldpment
and maintenance of the TOE. It provides evidertt& these security measures are followed during the
development and maintenance of the TOE. The feawediation procedures addressed to the TOE devslape
provided and so are the established proceduresdoepting and acting upon all reports of secuiiyv$é and
requests for corrections of those flaws. The ftamediation guidance addressed to TOE users isdqatyv The
description also contains the procedures used hyeNm track all reported security flaws in eaetense of the
TOE. The established life-cycle model to be usethé development and maintenance of the TOE isirdented
and explanation on why the model is used is alsmahented. The selected implementation-dependeinspof
the development tools are described.

Corresponding CC Assurance Components:

 Identification of Development Security Measures
» Flaw Reporting Procedures

» Developer Defined Life Cycle Model

* Well-defined Development Tools

8.6.2.6 Tests

There are a number of components that make upekedbcumentation. The Coverage Analysis demdestthe

testing performed against the functional speciiicat The Coverage Analysis demonstrates the quoresence
between the tests identified in the test documimtatnd the TSF as described in the functional ifipation. The

depth analysis demonstrates that the tests idenhiifi the test documentation are sufficient to destrate that the
TSF operates in accordance with its high-levelgteaind low-level design. Nortel Test Plans and Pescedures,
which detail the overall efforts of the testingaetfand break down the specific steps taken bysterteare also
provided. The Independent Testing documentationiges an equivalent set of resources to thoseatbe used in
the developer’s functional testing.
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Corresponding CC Assurance Components:

» Analysis of Coverage
» High-Level Design
* Functional Testing
* Independent Testing

8.6.2.7 Vulnerability and TOE Strength of Function  Analyses

The Validation of Analysis documentation identifedspossible modes of operation of the TOE, tkemsequences
and implications for maintaining secure operatidrhe Strength of TOE Security Function Analysis desirates
the strength of the probabilistic or permutatiomachanisms employed to provide security functioithin the
TOE and how they exceed the minimum SOF requiresnefihe Vulnerability Analysis documentation delses
the analysis of the TOE deliverables performedearch for ways in which a user can violate the T&R| the
disposition of the identified vulnerabilities.

Corresponding CC Assurance Components:

» Validation of Analysis
» Strength of TOE Security Function Evaluation
* Independent Vulnerability Analysis

8.7 Strength of Function

A Strength of Function rating of “SOF-basic” isiofed for this TOE to meet the EAL 4+ assurance irequents.
This SOF is sufficient to resist the threats idigdiin Section 3. Section 4 provides evidencée tesmonstrates that
TOE threats are countered by the TOE security ¢ibsz Section 8 demonstrates that the securifgctibes for
the TOE and the TOE environment are satisfied leystcurity requirements. The evaluated TOE isded to
operate in commercial and DoD low robustness enwiients processing unclassified information.

The overall TOE SOF claim is SOF-basic becauseS@iE is sufficient to resist the threats identifie®ection 3.2.
Section 8.1 provides evidence that demonstratdsTi& threats are countered by the TOE securitgdailves.
Section 8.2 demonstrates that the security obgstfer the TOE and the TOE environment are satidbig the
security requirements.

The relevant security functions and security fuorai requirements which have probabilistic or paatianal
functions are FIA_UAU.1, and FIA_UAU.5.
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9 Acronyms
Table 15 - Acronyms

Acronym Definition

3DES Triple DES

AES Advanced Encryption Standard

Common Criteria

Command Line Interface

Central Processing Unit

Data Encryption Standard

Department of Defense

Evaluation Assurance Level

Federal Information Processing Standard

Graphical User Interface

Hashed Message Authentication Code

Internet Control Message Protocol

Identification / Identifier

Information Flow Control

Internet Protocol

IP Security

Information Technology

Known Answer Test

Layer Two Forwarding

Layer Two Tunneling Protocol

Local Area Network

Lightweight Directory Access Protocol

Network Address Translation

Operating System

International Organization for Standardization

Personal Computer

Protection Profile

PPTP Point-Point Tunneling Protocol

RADIUS Remote Authentication Dial-In User Server/Service

RNG Random Number Generator

RSA Rivest, Shamir, & Adleman

SAR Security Assurance Requirement

SFP Security Functional Policy

SFR Security Functional Requirement
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Acronym Definition
SHA Secure Hash Algorithm
SOF Strength of Function

ST Security Target

Transmission Control Protocol

Target of Evaluation

TOE Security Function

TOE Security Policy

User Datagram Protocol

Virtual Private Network

Wide Area Network
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